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基于约束的测试
Constraints Based Testing



实现代码结构覆盖
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给定⼀个待覆盖语句，如何设计⼀个测试⽤例使其恰好能执⾏到该语句？

# suppose x and y are in the range of [0, 99] 
void function(int x, int y) { 
  int z = 2 * y; 
  if (x == z) { 
    y = y + 2; 
    if (x > y + 10) { 
      assert(false); 
    } 
  } 
}



实现代码结构覆盖
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给定⼀个待覆盖语句，如何设计⼀个测试⽤例使其恰好能执⾏到该语句？



基于约束的测试
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将待测程序上的⼀个测试⽬标转换为某种约束表示形式 (Constraint Formula)，
然后利⽤约束求解器 (Constraints Solver) 来⾃动化⽣成测试数据

Program and  
Test Goal

Constraint  
System

Constraint  
Solver

Test 
Data



SAT
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给定⼀个 CNF 形式的命题公式，判断是否存在⼀组布尔变量赋值， 
以使该公式为真 (Truth Assignment) 

Boolean Satisfiability Problem



SMT
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给定⼀个关于某个背景理论 (Background Theories) 的⼀阶逻辑公式，判断
是否存在⼀组变量赋值， 以使该公式为真 (Truth Assignment) 

• 可以处理 Linear Integer/Real Arithmetic、Bit Vectors、Array 等 “理论”

• ⼀种⽐ SAT 更丰富的建模语⾔

x > 5 ∧ y ≠ 3 ∧ z = 18

(x + y ≤ 0) ∧ (x = 0) ∧ (¬a ∨ y = 0)

Satisfiability Modulo Theories



Symbolic Execution
使⽤符号值来表示程序变量和路径条件

• 使⽤符号值 (symbolic value) 
执⾏程序

• 在语句中计算新的符号表达式

• 通过由符号表达式 (symbolic 
expressions) 组成的条件来表
示程序状态

• 使⽤实际值 (actual value)  
来执⾏程序

• 在语句中计算新的变量值

• 通过变量的值 (values of 
variables) 来表示程序状态

Concrete Symbolic



Symbolic Execution

x = 2, y = 1 
x = 2, y = 1, z = 2 
if (2 == 2) 
  y = 3  
  if (2 > 3 + 10) 

END

Concrete

void function(int x, int y) { 
  int z = 2 * y; 
  if (x == z) { 
    y = y + 2; 
    if (x > y + 10) { 
      assert(false); 
    } 
  } 
}



Symbolic Execution

void function(int x, int y) { 
  int z = 2 * y; 
  if (x == z) { 
    y = y + 2; 
    if (x > y + 10) { 
      assert(false); 
    } 
  } 
}

x = A, y = B 
x = A, y = B, z = 2B 
if (A != 2B) ❓ 

END

Symbolic



Symbolic Execution

void function(int x, int y) { 
  int z = 2 * y; 
  if (x == z) { 
    y = y + 2; 
    if (x > y + 10) { 
      assert(false); 
    } 
  } 
}

x = A, y = B 
x = A, y = B, z = 2B 
if (A == 2B) ❓ 
  x = A, y = B + 2, z = 2B 
  ...

Symbolic



Symbolic Execution

• 基于符号值对待测程序进⾏路径探索

• 沿执⾏路径收集输⼊需要满⾜的路径约束 (Path Conditions)

• 利⽤ Constraints Solver ⽣成能够触各条执⾏路径的具体测试输⼊

• 如果约束可满⾜ ➡ Test Input

• 如果约束不可满⾜ ➡ Infeasible Path

Process



Symbolic Execution

x ↦ A 
y ↦ B 

z ↦ 2 * B

x ↦ A 
y ↦ B

END

A == 2B A != 2B

x ↦ A 
y ↦ B + 2 
z ↦ 2 * B

A <= B + 12A > B + 12

ENDFault

A != 2B

A == 2B && A > B + 12 A == 2B && A <= B + 12
x = A = 30 
y = B = 15 

x = A = 2 
y = B = 1 

x = A = 0 
y = B = 1 

void function(int x, int y) { 
  int z = 2 * y; 
  if (x == z) { 
    y = y + 2; 
    if (x > y + 10) { 
      assert(false); 
    } 
  } 
}

Path Condition

Symbolic State
(map variables to 
symbolic values)



Symbolic Execution

通过 Path Constraints 刻画能够触
发各执⾏路径的输⼊集合 

(⼀种等价类的表现形式)

A != 2B A == 2B &&  
A > B + 12

A == 2B &&  
A <= B + 12

x = 40 
y = 20 

x = 30 
y = 15 

...

x = 2 
y = 1 

x = 4 
y = 2 

...

x = 0 
y = 1 

x = 5 
y = 2 

...

void function(int x, int y) { 
  int z = 2 * y; 
  if (x == z) { 
    y = y + 2; 
    if (x > y + 10) { 
      assert(false); 
    } 
  } 
}



Symbolic Execution

void function(int x, int y) { 
  if (x > y) { 
    x = x + y; 
    y = x - y;  
    x = x - y; 
    if (x - y > 0) 
      assert false; 
  } 
}

x ↦ A 
y ↦ B

END

A <= BA > B

x ↦ A + B 
y ↦ B

x ↦ A + B 
y ↦ A

x ↦ B 
y ↦ A

B - A > 0 B - A <= 0

ENDFault

Infeasible

A > B && B - A > 0




