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Hennessy/Patterson
42 Years of Processor Data A N il Ao
! ! ' H. Sutter v ; Transistors
1 07 — “Free Lunch is Over” = 1 (1000s)
6 “First Reconfigurable Wave” ‘A : A“ :
1 0 = Adaptive Silicon, Elixent, Triscend, -1
Morphics, Chameleon Systems, A ’ Aa
5 Quicksilver Technology, Mathstar A1 a> Single-Thread
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Hennessy and Patterson, Turing Lecture 2018, overlaid over “42 Years of Processors Data”
https://www.karlrupp.net/2018/02/42-years-of-microprocessor-trend-data/; “First Wave” added by Les Wilson, Frank Schirrmeister
Original data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten
New plot and data collected for 2010-2017 by K. Rupp



SRtz miE

MRBZMEBETENRRS, RERMZEKRAITIZE
o H*E (Process) f1z&#E (Thread) B2 7 LI Multitasking BYBE ]
» flEl, — T EESM I EIZRVETEEERE] 200% BY CPU FHE

tep = 0689523 Up Zz min, S Users’ lodd averade: L il& 0 62 0 7>

Tasks: total, running, sleeping, stopped, zombie
%Cpu(s): us, sy, il id, wa, hi si, st
MiB Mem : total free, used, buff/cache
MiB Swap: total free, used. avail Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1774 huayao 200 0L 19072 408 408 ST19S 7 00 055692 a ol
68 root 20 0O ) ) I 0.3 0.0 0:00.19 kworker/3:1-events
1401 huayao 20 © 36780 16328 11392 S 0.3 0.4 0:00.58 code-ddc367ed5c
1 root 200 O 27020 12864 9408 S 00 08 Qa1 57 Ssyskend
Z EOO 20 0 0 ) S 0.0 0.0 0:00.01 kthreadd
3 ROOE 20 0 ) ) S 0.0 0.0 0:00.00 pool_workqueue_re+
4 root 0 -20 ) ) 01 0.0 0.0 0:00.00 kworker/R-rcu_g




SRtz miE

BAEXHNZERLIE Multitasking FIEY]

Human multitasking A 18 languages v

Article Talk Read Edit View history Tools v

From Wikipedia, the free encyclopedia

For other uses, see Multitasking (disambiguation).

Human multitasking is the concept that one can spilit their attention on
more than one task or activity at the same time, such as speaking on the
phone while driving a car.

Multitasking can result in time wasted due to human context switching
(e.g., determining which step is next in the task just switched to) and
becoming prone to errors due to insufficient attention. Some people may
be proficient at the tasks in question and also be able to rapidly shift
attention between the tasks, and therefore perform the tasks well;
however, self-perception of being good at multitasking or getting more done while multitasking is frequently

Laptop and mobile phone

inaccurate.[1[2]

Multitasking is mentally and physically stressful for everyone,!3! to the point that multitasking is used in
laboratory experiments to study stressful environments.!*! Research suggests that people who are
multitasking in a learning environment are worse at learning new information compared to those who do not
have their attention divided among different tasks.>![61l’]
>
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o0 MR (B2 7M1 2R12) PIRERYSAILE

NS
OH
\lm

R E{TA?

void* Tl (void *arg) {
printf ("A\n”);
}

void* T2 (void *arg) {
printf (”B\n”);
}

int main(int argc, char *argvl[]) {
pthread t tl1, t2;
pthread create(&tl, NULL, T1, NULL);
pthread create(&t2, NULL, T2, NULL);

pthread join(tl, NULL)
pthread join(t2, NULL)
return O;
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BA BRI Z L2 FIAITERS R izfz 7 2189179 (which

is typically executed in a structured and sequential way)

o EEBZ CPU L, FEZIENIEL ST (interleaved) E—EHAAT
o {HOJRNZI#EBHE BIBE™4E Context Switch
s PERFVITHZNIRERN
» EMEREERXI 7 EM “HE” EZE, EXMARRE (eg,

unexpected interrupts, different CPU frequencies, cache hit rate, ...)
o WTZ1Z CPU, ZSPEIZRVEIIRAMEAITIITRY
o LAY, BEMERNIERR/IVDMEE, BEXEERSLERZOM

=\




Stz M ZIRF

No Atomicity
[FF1E (Atomicity): — THRIEBZARBEFRBRIT. BEARBIHEARNT

5o, AT EEIFPEPRES

o HEZINMEIEAAN—ITHEZENREHITREN, 2FERFE—
X HERYEI (Data Race)

o RAGREVARTIRIERVEAEHITINRE
o R context switch KEARIG, NISTEFR I MIZER
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No Atomicity

MR ZN%IZEBINHIT pay (100) ?

unsigned long balance = 100;

vold pay(int amount) {
1f (balance >= amount) {
balance -= amount;

}
}

Thread | = 1T5E if (BEXRREFT balance BY
=4 context switch tJJ3%2Zl Thread 2 317 ...




Z5EmE: MAIIZIERF
No Atomicity
MRZN LR EHE

#define NUM 1000000
int count = 0;

\

H{TER?

il
0
O
c
>
=
r—l

void* func(void *arg) {
for (int 1 = 0; 1 < NUM; 1++) {

count++;
} \ MERIEFIESE, RE—1TC5;

return NULL; N — o
| BXfrE, BE=FE< (MNEA%ENEFIESR

B E—EEINIT)

mov Scount, %eax
add 1, %eax

mov %eax, Scount
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N
4l

o Atomicity
== VAL =R AN —B e —"1 A o/ mir— — v
RENTEHZRZEEINNERT= count HITEF?
Thread 1 Thread 2
mov Scount, %eax
add 1, %eax
mov %eax, Scount
mov Scount, %eax
add 1, %eax
mov %eax, Scount
Thread 1 Thread 2
mov Scount, %eax
add 1, %eax
mov Scount, %eax
add 1, %eax
mov %eax, Scount
mov %eax, Scount

Thread 1 ] Thread 2
%Bﬁ%”TﬁﬂT—?T\ count++

LB count += 2

LAY count += 1

10
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No Atomicity

—

NRZ Iz R X £,

#define NUM 1000000
int count = 0;

void* func(void *arg

=)

)

21
>

\

H{TER?

il
0
O
c
>
=
r—l

{

for (int 1 = 0; 1 < NUM; 1++) {
asm volatile("incg s0" : "+m" (count));

}
return NULL;

J

TE', count++ Wx‘ﬁi_%;ﬁ%?}l}l

=i eIy

11



= = A P
ZEERE: M IRIRE
No Sequential Order
5% (In-order): 2R iRIBIET)HRE INF AT
o REARZIMEN, IBELESIKREBINFEHNITHAERE
o IHiFEI= 1B reorder instructions IR SEFNITIRE

o XEMWERLE MEDRKBIO)RR (safe), BESEIE FAIARL

12



Stz M ZIRF

No Sequential Order

GNR{ER 01 M -02 RIKARIFRIT FIIHE?

#define NUM 1000000
int count = 0;

void* func(void *arg) {

for (int i = 0; 1 < NUM; 1i++) {

count++;

}
return NULL;

J

~01 BIHITEE — 1000000 ?2 RTA7

02 BIHITER — 2000000 ? HiLS

REERX Y, BEREMNNG?

13
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No Sequential Order

MERANVEILETE 11 FHATR 12 (TH—FMEHRES)?

int flag = 0;
int x = 0;

while (flag == 0)

printf ("%d\n", x); // u;;\;\\\\\\\

return NULL;

void *T1 (void* arg) {
<t

} £ -02 FSHEIMAA
o . 1f (flag == 0)
void *T2(void* arg) while (1) ;
x = 10; // prepare x
flag = 1;

return NULL;
}

14



Stz M ZIRF

No Consistency *

AF—IHEEE (Memory Consistency Model) B X T a4 BZENT -
H S RNFIREEEERERINF (how multiple threads see the world)

o NIRRT EITIETEFAIT (AEERN 1 IMICIEEE)

o #lEN, NFSINIEMNISFIFIESR (e.g., cache miss), IEEZIP]LAIEFE
HEREEMIEINIT, MMERIHFRIFRINIE

¢ XMELFSSHZ T EREEA—BIEEIRF
» NF—HHREMZE —MIEFFERGF ZBRIZITE

15
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No Consistency *

SRR 171 M T2 BITEERR r1 Fl r2 WESHIRIEEE S/

volatile 1int x = 0, yv = 0;
volatile int rl, r2;

void* TI1 (void *arg) {
X = 1; // store (x)
rl =vy; // load(y)

void* T2 (void *arg) {
y = 1; // store (y)
r2 = x; // load(x)
}

16
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No Consistency *

SR T1 M T2 BITERGE r1 M r2 WEDBIFEEZ /M

x =1 y =1 x =1
rl =y r2 = x y =1
y =1 x =1 rl =y
r2 = x rl =y r2 = x
v v v
(rl, r2) = (0, 1) (rl, r2) = (1, 0) (rl, r2) = (1, 1)

17



Sz M TZIRG
No Consistency *

Sequential Consistency (an intuitive model of parallelism)

* The result of any execution is the same as if the operations of all the
processors were executed in some sequential order, and the operations
of each individual processor appear in this sequence in the order
specified by its program (everything must happen in order)

Thread 1 Thread 2 Thread 3 Thread 4 Thread 5

BEEEEUEET IS
w| IR w| IR wW| IR w| IR w| IR

Shared Memory

Every time a processor needs to read from or write to memory,
that request goes to the shared memory

https://research.swtch.com/hwmm o



https://research.swtch.com/hwmm

Stz M ZIRF

No Consistency *

Total Store Order (x86)

e A popular memory model that allows store buffering

Thread 1 Thread 2 Thread 3 Thread 4 Thread 5
AA AA AA AA AA
Wl:: Wl:: Wl:: Wl:: Wl::
_:ER R IR R R
wl wl wl wl wl
| | | | |
Shared Memory

Each processor queues writes to that memory in a local write queue

https://research.swtch.com/hwmm



https://research.swtch.com/hwmm

Stz M ZIRF

No Consistency *

2 T1 F T2 BITEERE r1 1 r2 BWEDBIATEEE Z /D7

y =1
r2 “".‘= X
x* =1 Both threads could queue their writes and then read
rl =y from memory before either write makes it to memory.
x
\ 4
(rl, r2) = (0, 0)

20
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S RIEFREEN, mMERRMERINEARRIH K Bugs

(the failure might be improbable to trigger, but possible)

o ZEEHEIBEURZSAENHANRESNIT

HPp R B0 REATINF=REA Bugs (F2FRYIFIRE E1TH)
o EIFRBIAERERAIT FEFEANRINEGR
o BMEEITRARALEIBBANKARIEFM—EZXIRY

« MFETEmIFERS. ULKEREHIRZAT, TS EIER
FREFIESSRIITA

21



2 HRYFH & Bugs

Therac-25 J18YZ& 877 1X (1980s)

» HTRAID

race condition, SWZE /D733

FBERIWET SR TMIE T

B

e Therac-25 Z BB, EY BT —
PRSI R LIS R, B

(RpVl

ReRig—

g

Therac-25 F
EFMLIE

BRI HAT

https://en.wikipedia.org/wiki/Therac-25

22


https://en.wikipedia.org/wiki/Therac-25

‘2 HIRH & Bugs

JLE AT (2023)

e 2% 5500 A AZEIEMW, 2257
g {hit 250~300 {Z=7T

o IMIRZZBFIH)— race conditon
TR SN EIRARGTFRKIN
o ZZEARIZH 1990 EFFIEITTT,

54 E1TH81T 300 5/ \BYHR
MR EIET] bug

https://en.wikipedia.org/wiki/Northeast blackout of 2003

23


https://en.wikipedia.org/wiki/Northeast_blackout_of_2003

B RrHl[ED

BARESERNGIREF RS ZEENITHEMIETE 4 (determinism)
o MMAZSTEEZELOAREM—F (EMISENIESHITES)
o —FMpENEZMAI

o HIFMHRHE—LENENFEFEER

o TEULEAM L, #JFE—LE synchronization primitives

Properly synchronized application

High-level synchronization
primitives

Hardware-provided low-level
atomic operations

24
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AT LABRNBZERERGREEFZ I X EM ?
s ANMERNARAIMEAEX—F

s RIFRFAMZE—TEERNHARER

o AXRIRZWEIRIRZM (B0 PID, #HIZFIER. T1R. XH&F

RALGWTE) A FEIRERF

o FRIRFARBIRZIRERE -

SIRERGTRNRIT R R M E AR N

iN)PYSES

25



Locks



Critical Section

1§1

] 1iih 57

\

X (Critical Section) JZlE15 0] HZ 5

r

Process

{

Non Critical Section

Entry Section

Exit Section

Critical Section :

Non Critical Section

SR —EZ S

27



Critical Section

B (Mutual Exclusion): lIBE—MERREIRR R AT, WEALEE
e BEL HEKESRX (B (I 52 X ch B AR I S 75 SRR L)

A enters critical region

/ A leaves critical region

Process A | |
I I I I
I I I I
| , DBattemptsto B enters | B leaves
| | enter critical | critical region | critical region
region / /
I I I I
| |/
Process B I Iooo\o ooooooooooooooooooooooooooooo oJoo
| | v | |
! ! B blocked : I
T T T T

28



Critical Section

» XMIEFRXFEHRERIFMH

o mFAXAERZ R EE

o MR—NZEIEEIES

[&5R X (Progress / Liveness)

o MER—1%

K/

BREESFEFEARREX, NZz3EZ52—ER

Hl=# A (Bounded Waiting / Fairness)

o LESh, Sla5t
XN 5REY

XARITEFHEBL, #EAlRSR

THN1Z)

RB]gE/J\ (Performance)

5 — P EFZ1T (Mutual Exclusion)

X, Mz iz A EEfR LR EZZHA

X MR L

i [m 5T

1X]

29



Locks

— 1 (lock) Fi— 1T = (variable), E{RF 7 lEE —NZIAPIAS

(either available/free or acquired/hold)

2 lock ()

o YNRI%F ,\béﬁﬂi'ﬁL M) (lock is available), NIRITIZIRIE
NG IERF I, AHANIEFRX

o MREEBLZZEITFHERXTH (lock is acquired), NIFAAZIRIC

2 unlock ()

o SIFHIINEIZENITIZIRIER, HIZEA available JA7Z

o MR BFIEESENSGE, WEPR—TZRANZ LR PURS
RIZ1E, MRS EANIRSTRX

30



Locks

BroilZka, ERFRaMEEEIE,

« BULEMBAEMD, BWRZERCBRITRIRIE

¢ 1@51&%@.5"]]—_

BRI R

o TEMPEEDN ? &

#define NUM 1000000
int count = 0;

void* func(void *arqg) {
for (int 1 =

}

count++;

J

return NULL;

T 7 GRIF T XA RER &S
- "Bi% 8 EHRER "
LTt ? R AR BAAMER 1 ?
0; 1 < NUM; i++) |

ZiN:SEAT )

31



How to build a lock
Disabling Interrupts

3 N m 57 X AR = < FR B

o [RFRXAZZRIRITASERITE (HN M, XEZRMASHE
Az FiTiAIa))

void lock () {
DisablelInterrupts () ;

J

vold unlock () {
EnableInterrupts () ;

}

E

32



How to build a lock
Disabling Interrupts

EFH NG F X BIRHE S T

o MRATFHPERNITRPEIES ?

o XHKIE—TUFFIEZ (privileged instruction)
T

RIFERAART, ERXFEIE—1F WAYRE

L1
A

o WIRIHFXMIELILIREIN RIERATTIEEFIRSERIN) ?

o U AR AT KR SBIMB B BB EL ?
. MBEASHESWIBRES 2
. TR MMERRIRS (B MMERE RTINS

Fas2H)

33



How to build a lock
Just Use Loads & Stores

FRA—1 flag T=RKICxE IRV (assume load and store

operations are atomic)

// 0 —=> lock is available, 1 -> held

flag = 0

void lock () {
while(flag == 1) // TEST the flag
flag = 1; // now SET it

J

vold unlock () {
flag = 0;
}

What could possibly go wrong!?
(pretend you are a malicious scheduler)

34



How to build a lock
Just Use Loads & Stores

FRA—1 flag T=RKICxE IRV (assume load and store
operations are atomic)

// initially, flag = 0

// critical section // critical section

i Thread 1 Thread 2

i // lock () // lock ()

§ while (flag == 1);

; while (flag == 1);
5 flag = 1;

i flag = 1;

v

35



How to build a lock
Just Use Loads & Stores

operations are atomic)

{FR— flag T=FRICK FBIPHVIRS (assume load and store

¢« MEEERFEKR: FEMITEREZERINE flag BN 1 ER

CUEENPEINI LSNP

o XBOJMETXS £1lag BY TEST & SET 2R FIR(E

_'_

o TEST.E— NIRIRMTANRE, EAFERE

ST

o SET:XIRSHMEF, EAMEFAESAEXBKIBLY

KA

36



How to build a lock
Just Use Loads & Stores

—> flag TERIMCH AR ENIEHAIESTX

1§1 .

// assume two threads: 0 and 1
flag = 0;

volid lock () {
// wait for my turn
while(flag == 1 - self)
}
vold unlock () {

// I am done, your turn
flag = 1 - self;
}

37



How to build a lock
Just Use Loads & Stores

FRA— flag TERMc R hERANIEFRX

o —MIEId IBEREE (strict alternation) RSEIN B BV A A

e B, T HE&EGETEHEANGRXEATFS—1TEHEEEEHAT
[HFRX (N7 E liveness % 5R7)

- TO enters its critical section and exits; sets turn = 1;
then executes a long time non-critical procedure

- T1 enters its critical section and exits; sets turn = O0;
then tries to enter its critical section again

- Now, TO is in its non-critical section,and T1 is waiting for
turn to become 0



Peterson’s Algorithm

£ 1960s A1Z1 T RZBAG AR E K, {BEZTEHY
o HZl Dijkstra BN — T2 K Bi/K Dekker 151 7 2 — 1 1IEHINE)

e Peterson 1£ 1989 FEX1ZE A HIT 1 BUHHE L (455 flag variable
A strict alternation FRFH EA8)

The original solution due to Dekker is discussed at
length by Dijkstra in [1]. Of the many reformulations
given since, perhaps the best appears in [3]. (Unfortu-
nately the authors believe their correct solution is
incorrect.) The solutions of Doran and Thomas ate -
slight improvements which eliminate the ‘loop inside
a loop’ structure of the previously published solutions.
The solution presented here has an extremely simple
structure and, as shown later, is easy to prove correct.

Gary L. Peterson. Myths about the mutual exclusion problem. Information Processing Letters, 1981

39


https://zoo.cs.yale.edu/classes/cs323/doc/Peterson.pdf

Peterson’s Algorithm

// indicate the intend to hold the lock
bool flagl[Z2] = {false, false};
// whose turn is 1t (thread 0 or 1)

int turn;

volid lock () {
flag[self] = true; // I would like to enter
turn = 1 - self; // but make it other’s turn
while ((flag[l-self] == true) && (turn == - self))
}
vold unlock () {

// undo the intent
flag[self] = false;

40



Peterson’s Algorithm

Thread 0 Thread 1
while (1) { while (1) {
flag[0] = true; flagl[l] = true;
turn = 1; turn = 0;
while(flag[l] && turn == 1) while(flag[0] && turn == 0)

// critical section
flag[0] = false;
// reminder section

QD%WA%E%M\
;

—_—)

N turn NEZZE)

// critical section
flag[l] = false;
// reminder section

X )

41



Peterson’s Algorithm

5 & Mutual Exclusion

o
N4

T1UERY while JAER True 1o —FRMIZRSHN TR, BIRX

 T0:while () II’*EE'M( IBH while MRERET (o Al
Tl:while() i FIFRER AT AE) T1 #HENT IR5RX)
turn=0 R
flag[0]=true E ........ TO:while () TO:critical

i flag[l]=true i ™ o| Tl:critical Tl:critical

e eeeeeeeeeesssammnmmseeseeeesnnnnns ; turn=0 —> | turn=0

R g | flag[0]=true flag[0]=true

i TO:turn =1 i flag[l]=true flag[l]=true
Tl:critical E y’
turn=_ FAR AT

flag[O]=true :
flag[l]=true E

=4 turn BNEIZEN 1

X TARES

42



Peterson’s Algorithm

\':
|

J

J

N4
1

N4
1

J

= Mutual Exclusion

= Progress

NR 10 ANEIGRFX
—TEREFENIGFX

i &£ Bounded Waiting

. M—FA flag[0] = false, ULEAT T1

MR 10 EEFFHAANIGERX, W—EFF flag[l] = true HH

turn=1

HEASaNR 11 BEH AR HEANIER X, WE—TFERIXKE turn = 0,

WA T0 N IESR

X

43



Peterson’s Algorithm

HEJM A -

>

o UNERXY Peterson EIETHIEBEN, HEMERES]
o XM flag M turn KWIR{EIRE ?
o X while IBORNFEINZE ?

o BEFTIUR— 1 RERFERGHAEREERERENEZENER
o FILEBNRELFETE (Model Checking) 3 SEIN B &Y, 1FER

(a method for formally verifying finite-state systems)

» [BEFRERRVUBARRINSZ B FXERY (o) 2R

44



Peterson’s Algorithm

o 7XM, _LIA Peterson B)ATEBBITEHEZ5M _EFHABERUESEIN B K

* Load # Store IRIEA—TERR T (e.g., write a 64-bit integer on
32-bit CPU requires two store instructions)

o NTIEE%EE, AIEZFE reorder instructions (relaxed memory
consistency model)

o AJBA{EF hardware memory barriers (fences) 3&[p 1L IR Z3

reorder instructions

o Lk, Peterson EIERIRIGHRAE R 2 51512
o AIBAY EEIN %Iz, (BEFEEIREBIAE N 1B

45



Build Working Locks

ASHIC: REILE TEST & SET E— 1N EFIEREFMEI AT

// 0 —=> lock is available, 1 -> held
flag = 0
vold lock () {
while (flag == 1) // TEST the flag
flag = 1; // now SET it
}
vold unlock () {

flag = 0;
}

46



Build Working Locks

Atomic Exchange (xchg)

IR[E] ptr FEEAIME (test the old value), EIRYEFMEMIGSZBEEFHN
new XMW HAY{E (set the memory location to a new value)

int xchg(int *ptr, 1nt new) {
int old = *ptr; // fetch old value at ptr
*Dtr = new; // store new into ptr
return old;

47



Build Working Locks

Atomic Exchange (xchg)

typedef struct  lock t {
int flag;
} lock t;

void 1nit(lock t *lock) {

//

0 => availlable,

lock->flag = 0;

J

1 —-> held

void lock (lock t *lock) {

while

}

°
’

(xchg (&lock->flag, 1)

volid unlock(lock t *lock)
lock->flag = 0;

}

)

48



Build Working Locks

Compare-and-Swap (cmpxchq)

M ptr IEEVERSRFT expected
e MNEMRZE, {EA new NEFBEITEFN
o WIRAHEEF, MIEIHRIE

int cmpxchg(int *ptr, 1nt expected, int new)
int old = *ptr;
1f (old == expected)
*ptr = new;
return old;

J

{

49



Build Working Locks

Compare-and-Swap (cmpxchq)

typedef struct  lock t {
int flag;
} lock t;

vold 1nit (lock t *lock) {
// 0 -> available, 1 -> held
lock->flag = 0;

}

void lock(lock t *lock) {
while (cmpxchg(&lock->flag, 0, 1) == 1)

°
4

J

void unlock(lock t *lock)
lock->flag = 0;
J



Spin Lock

[ IAET Test-And-Set [RF5< SEHRIEIIAEFRI9 B il (Spin Lock)

o FHIEIRENAZFNPINAEIE—T while BHRRTEE ,
B EIHAPIASEIRZ A available A 1E

o BEeHIFY A% (Fairness) 4o ?
o — TRRHEAIERXNEE—TESEHFANIRFRXIG ?
o FIBUINZEERINBIN, MM RIESIAEH?

S

NI




Spin Lock

— M BieF % Er s =Kt BlE M (starvation)

lock ()
lock() unlock() lock() unlock()

— spin — spin

lock()

52



Ticket Lock

Fetch-and-Add (xadd)
[RFIEMIE 00 ptr 18 MAYE (BIRIRENZHEIFRY|BIE)

int xadd(int *ptr) {
int old = *ptr;
*ptr = old + 1;
return old;

J



Ticket Lock

Fetch-and-Add (xadd)

typedef struct  lock t {
int ticket;
int turn;

} lock t;

void 1init (lock t *lock) {
lock—->ticket = 0;
lock—->turn = 0;

} ZIEF/RMEERFANGFREXME
— 'S (ticket), HF1F"I="

void lock(lock t *lock) {
int my turn = xadd(&lock->ticket);
while (lock->turn '= my turn)

°
4

void unlock(lock t *lock) {
lock->turn = lock->turn + 1;

54



Ticket Lock

Fetch-and-Add (xadd)

init ticket = 0, turn = 0

get ticket O, get ticket 2,

turn = 1

spin until turn == 0 spin until turn ==
lock () unlock() lock()
l Spln
———8p1n——— B get the lock

lock()

get ticket 1,
spin until turn ==

95



Spin Lock

o BhEfiAY % EE (Performance) Q1o ?
o fRT IRIIFHUNEIEIN, HESETTIR

. 397
(B T HIER SRR TR)

« XJ-
* §

-tERIRAX, Bie—= /L2 —MaENIRE

-EERRRYIR AR X (204 KEVIEI5R), BMARNITREIRIRE
FREREE, MRIFHFTHEUNERERTIREET (Bl 25

TSR TR T L IELZ %)

)%

HEMB iz e FEAKRER, AIRE—TEEAR

EIRTHPIRTS (100% BYESRIRZR)
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Locks for User Apps

JustYield

HLFETRIREBINY, FIF vield RGEAERDILE CPU (LIRS
Running 2 ;) Ready)

void lock () {
while (xchg(&flag, 1) == 1)
yield() ;
}

vold unlock () {
flag = 0;
}



Locks for User Apps

JustYield

S EIRIREDINY, M vield RGIERE

Running 2 ;) Ready)

sfit CPU (L F2IRTE

o HEEMNRILE CPU, Ziz4bT Ready A PIFERT#E/X1E
'FE'5|§7(EEI’J context

o TEIRISHLZHI, &EE’J ‘scheduled — yield” =
switch 748 (1=728 100 MESRENEIRY 22 F2 8

o EINBEFEEAYE (Fairness) AY|o)ER

Bt RR A3

e
=

15X

)
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Locks for User Apps

Sleep and Wakeup

éiﬁa—u_?ﬁﬁ’?ﬁ%’%ﬂj‘ B1d sleep IFHEE T Blocked A, FHEHI

AT IBE wakeup MREEIEFEFISHI—14FE (block when waiting)

\|«

void lock(lock t *lock) {
// 1f cannot acquire the lock -> blocked

while (xchg (&lock->flag, 1) == 1) {
sleep (lock->queue) ;
}
}

void unlock(lock t *lock)
// if there are threads waiting -> ready
lock->flag = 0;
1f(!1s empty(lock->queue))
wakeup (lock->queue) ;

What could possibly go wrong!?
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Locks for User Apps

Sleep and Wakeup

Thread 0

// assume flag = 1
// lock()

while (xchg(&lock->flag, 1) == 1)

sleep (lock->queue) ;

Lost wakeup

Thread 1

// unlock ()

flag = 0;

1f(!1s empty (lock->queue))
wakeup (lock->queue) ;
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Locks for User Apps

Sleep and Wakeup

Thread O Thread 1

// assume flag = 1
// lock()
while ()

sleep () // unlock ()
flag = 0;

1f(!1is empty())
wakeup () ;

Wrong thread gets the lock

Thread 2

// lock ()
while ()

// critical section
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volid lock(lock t *m) {

while (xchg(&m->guard, 1) == 1)
; // acquire guard lock

1f (m—->flag == 0)
m->flag = 1; // lock is acquired
m->guard = 0;

else
queue add (m->q, gettid());
setpark(); // are going to sleep
m->guard = 0;
park () ; // sleep

void unlock(lock t *m) {
while (xchg(&m->guard, 1) == 1)
; // acquire guard lock
1f (queue empty (m->q))

m->flag = 0; // no one wants the lock

else

unpark (queue remove (m->q)); // wakeup

m—>guard = 0;
}

typedef struct {
int flag = 0;
int guard = 0;
queue *q;

} lock t

Example of Solaris (see textbook for more details)
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Locks for User Apps

Linux RZTHIRE futex (fast user space mutex) ARG

futex wait (1nt *address, 1nt expected)

o EFHMFIET address Mtk FRYBER ST expected 1B, H
EEENTEERARIZIREINZTE

. MBFHEZ, NEIHEE

futex wake (1nt *address)

o [AEE— P IEPHZEETE address EZTE
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Spin or Block

175+% Spin 112 Block SLHIEAR

e Spin LI
o INGRSBINBERFANIGR
o BEXMNNSIESR CPU BJIB]JBE (high cost on failed)

e Block 3£I)]

o« R T FTIEIRS TR B e

A

. (8%

(certain cost even on success)

IXE

RS XY . PARITHIRYE,

X (low cost on success)

5 (reduce cost on failed)

EFIREBCEAET (BDES AT S0 BB

1%

64



Two-Phase Locking

Combine the best of spin and block

255 Spin F Block FIU R SEH —F A [ EZHIEN (a hybrid approach)
o INSCARERIRIEREMALIC)RRIN—FFE DL B B

ERBTFHSI A2, PR

MERAEZTEIREH, NWEEED
e pthread mutex lock()#l pthread mutex unlock ()
RET 7507 BRI

5
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volid unlock (mutex lock t* 1k) {

#define UNLOCK 0 // state can only be ONE HOLD or WAITERS
#define ONE HOLD 1 if (atomic dec(lk) != ONE HOLD) {
#define WAITERS 2 // has more than one wailters

1k = UNLOCK;
futex wake (1k);
}

volid lock (mutex lock t* 1k) {
int ¢ = cmpxchg(lk, UNLOCK, ONE HOLD) ;
// if the lock is previously UNLOCKED, there is nothing else to do
// otherwise, we will probably have to wait

1f (c != UNLOCK) {
do {
// 1f the lock is ONE HOLD, now there are waiters (cmpxchg)
1f (¢ == WAITERS || cmpxchg(lk, ONE HOLD, WAITERS) != UNLOCK)

futex wait(lk, WAITERS);
// once futex wait returns, or we did not make the call
// another attempt to take the lock
} while ((c = cmpxchg(&lk, UNLOCK, WAITERS)) != UNLOCK);
}

See Futexes are tricky by Ulrich Drepper for more details
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https://cis.temple.edu/~giorgio/cis307/readings/futex.pdf

