HIEN %A=

Section 2: Part |
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HiE
RIER S N IEEIZ1TEVAEE (a running program) IR{EAIIHZR

o ZEZEZS (multi-programming)
o X CPU B RTHE (time sharing)

Word Processor E-mail Web Browser Anti Virus

Process Process Process Process

NMEIS IEEIEZITHIZ T hello
world FZFHITHRIEIE?




HIE

BRIERGTNL

o FSHERD: I BITAIR IS ZRE
o BNSERD: R IETTHAEIRVIATS
 M*EF (program) Zli#*E (process)
o I EIEIMEZEIAFH
o PECAFZIE. VIRV EER
o I CPU RYIZHINFZ R L 5T B ZRUIHFE

- EIB1TEVAEE (a running program) IREHIIHZR

i code

i heap

Program

Disk

Loading:
Takes on-disk program

/\ and reads it into the
\_}/ address space of process




HIE
—NTER B A EIERAT IR AT TSRS

o = {723 (Registers): CPU B1THIPIAS
brogram counter, stack pointer, a set of general purpose registers

o NTF (Memory): & 2 R] BATA[0]a9 b ZS 8]

code, data, stack, and heap

c /O EEETHIR
e.g., a list of the files the process currently has open

#FE (Process): — METEIZTTHINFHIER

iz k=S |8) X 14 110 188
Thread Address Space File I/O Devices




HIE

NTEERGFNHIE, RIFAJFTETNZPLF

o HTZITHIIR Process Control Block (PCB): 12 5% K-

HXEER (Identification, Context, and Management)

o 1#7%Z ID (Process ldentifier, PID). =HBIFEIZAVIA
o CPU FZHRMAEEER (eg, MITH)

o NFEHE (eg, MERNFDEIG L. b1

e /IOBR (eg, ¥TFIHZR)

o HESRITEE (e.g, B{FEF CPU J[g))

o AR ITRIEMIETZI, FAIEFRTIA
ZlEnZ#iE

— R
-— T HIEFTE
ALIRIEKRIER)
] 34 PCB FRAYE B KME—




xv6 (x86)
proc structure

struct context {

b

enum procstate { UNUSED,

uint edi;
uint esi;
uint ebx;
uint ebp;
uint eip;

// Per-process state

struct proc {

b

uint sz;

pde_tx pgdir;

char xkstack;

enum procstate state;
int pid;

struct proc *parent;
struct trapframe *tf;
struct context *xcontext;
void xchan;

int killed;

struct file *ofile[NOFILE];

struct inode skcwd;
char name[16];

//
//
//
//
//
/]
//
/]
//
/]
/]
//
//

EMBRYO, SLEEPING, RUNNABLE, RUNNING, ZOMBIE };

Size of process memory (bytes)
Page table

Bottom of kernel stack for this process
Process state

Process ID

Parent process

Trap frame for current syscall
swtch() here to run process

If non-zero, sleeping on chan
If non-zero, have been killed
Open files

Current directory

Process name (debugging)




HIE

Linux ZAZGF

e cmdline: Command line arguments

03t /proc/{PID} 1%

SORBGATEHRBVER

e cwd: Link to the current working directory

e aenviron:Values of environment variables

e fd:Directory, which contains all file descriptors

e status:Process status in human readable form

e maps: Memory maps to executables and library files

e mem: Memory held by this process

e pagemap: page table

https://docs.kernel.org/filesystems/proc.html
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HIZIR(E

Create: BIE— 1 #HEABITETIER
Wait: F1H5—THIZBITER
Destroy: 22 |F— 1V #7E

Status: IREN— T HENHEXER
Control: S E HIZB1TH




BFEEIZE <A APIs

Unix Systems

MHRZRIRBXN="RSEE
) : BIERARHIZN T ERIZAR
() RV AT AR FH
() : FHRIENEER T

e fork(
* execve

® walt

(]

1T



*Eﬁ“L*E?&E’] APIls

fork (

Parent Process
return P

fork

BIE— TR AFENTEEZ
v (B)3EAN1FF0 PCB)
' o FHESIENHFEN

Child Process
(PID = P)
return 0

o FIHFEFIR
RO fF&E

execution context

o NFHRETE—1TAEHRY PID

HIZTE fork ()
MV HRITREIESR




*Eﬁ“L*E?&E’] APIls

fork (
o JAA—X. REIMRX
o NHIEIEIFTEIEHER PID {ENIRENE
o FIHFEWE 0 fFNIRENE
o BIEHERMATIRE -1 (FIAINFALE)
» HHENMES BRI E]: X Fi#iEREE = B A 1L B RYthiE = 8]
o HENH: FHABERAHEEITTH X H
o FEWMIT KFHAREETIREGRIMNITINFZFEAHEME (EUATE
o XAREAER wait () RFFFHENITTH

Nﬁ

) -




*Eﬁ“L*E?&E’] APIls

fork (
int main ()
int rc = fork();

if (rc < 0) {
// fork failed
ex1t (1) ;
} else 1f (rc == 0) {
// child process goes down this path

printf (Y [%d] child process\n”, (int) getpid()) ;

} else {
// parent goes down this path
printf (Y [%d] parent process, rc = %d\n”

(int) getpid(), rc);

return 0;

12
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walt ()
int main () {
int rc = fork();

if (rc < 0) {
// fork failed
ex1t (1) ;
} else 1f (rc == 0) {
// child process goes down this path
printf (Y [%d] child process\n”, (int) getpid()) ;
} else {
// the wait system call will not return
// until the child had exited
int status; // exit status

int wec = walt (&status) ;
printf (Y [%d] parent process, rc = %d, status =

(1nt) getpid(), rc, WEXITSTATUS (status))
}

return 0;

sd\n”,

13



Quiz

Mz TERER 2 HKCE T/ THE? LETA?

int count = 0;

int main () {
fork () ;
fork () ;

for (int 1 = 0 ; 1 < 1000 ,; i++)
count++;

printf (“%$d\n”, count);
return O;

14



Quiz

1T NMIACHSRIEE (SN A EE) Y%L

int main () {

1f (fork() == 0) {
printf (Ya”);

} else {
printf (“b”);
wait () ;

}

printf (“c”);

return 0;

J

AR 2

15



*Eﬁ“L*E?&E’] APIls

fork (

{£R fork () AJUAR BNEA1CIEZE S AT A ZRIBIREITR

o FHRKBISCHZIINIERSTRREIES, HlUlziTE—"TrIHRT
NAFHI A G R EN (e.g., a2 web browser)

o INAIFFT B HIZCIE— “RER”
o EiHFE crash T, Bo|REEEFHHIT
o« B2, WRFAIE ?
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execve ()
args
v
v
4 execve 4
—
prog’s data
prog’s text
Before After

int execve (const char *pathname,
char *const argvl],
char *const envpl]):;

ME—T R AT XEFHIBTT

e (£ pathname I8EMIAIHALT

X E G =E]
o BHHURE/CEE. ¥IIRIUHA%.

IXE PC ACAESERALR

* PCB FHNHNEFEELSHE

* M envp {EAFTHIERITHY

IMET =

FBRIZE—TrT#EE, e

KRB ITRIRER IR B —
TR (AA—X. KARE)

17
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execve ()
int main() {
int rc = fork();
if (rc < 0) {
ex1t (1) ;

} else if (rc == 0) {

printf (Y [%d] child process\n”, (int) getpid());

// run a new program

char *args[] = {“/bin/wc”, “fork.c”, NULL};

char *envpl[] = {“KEY=Value”, NULL};

printf (“this should not print out\n”);

} else {
walt (NULL) ;
printf (”[%d] parent process\n”, (int)

J

return 0;

getpid());

18
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execve ()

pid = fork();

if (pid == 0)
exec(...);

else
wait(pid);

pid = fork();

if (pid == 0)
exec(...);

else
wait(pid);

pid = fork();

if (pid == 0)
exec(...);

else
wait(pid);

main () {

19
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execve ()

» execve () EMEE—BEYT "WIT EFHNRAE

At 2 —UhHIE strace NE— 1RSI FE

ibc PIRETHMET execve () L LB ZiAE
e exec[l/v][p][e]l

int
int
int
int

int
int

execl(const char xpathname, const char xarg,
/%, (char x) NULL *x/);
execlp(const char xfile, const char xarg,
/*, (char *x) NULL */);
execle(const char *xpathname, const char *arg,
/*, (char x) NULL, char xconst envpl[] */);
execv(const char xpathname, char *const argvl]);
execvp(const char *xfile, char xconst argv[]);
execvpe(const char xfile, char *xconst argv[], char xconst envpl[]);

https://man7.org/linux/man-pages/man2/execve.2.html

20
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HIZEIZTE XA APIs

fork + execve BVIEIT

fe Rt N Z IR Z BITREFIIME

o BIATEIEA fork () Zfa. T execve () ZBIBITHE RS
o HAKHEN—EDER. BNIES—DER
o BIU0, FIHEXRAFRLENH. BUMREEEH

o 9 Unix Shell B9HNERE S

e EEF[M (redirection): wec fork.c > out.txt

Hﬂ}a

& (pipe): cat a.txt b.txt | sort

21
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5 E [0] (redirection)

Hml

stdin 0 0 stdin
stdout 1 1 stdout
stderr 2 2 stderr

Parent Process Child Process

o FHESAIRHIZRIHIEIATT (File Descriptor)
o FBERIERFTAEIIRAY "
o BUIRIERSIFTATFRIAIUKIBOARN R




BFEEIZE <A APIs

5 E [0] (redirection)

Hml

~
stdin | 0 |¢ {=an) »| 0 | stdin
stdout 1 stdout
stderr 2 2 stderr

Parent Process Child Process

o EHIT execve () ZBIXKMA] stdout



BFEEIZE <A APIs

5 E [0 (redirection)

Hml

stdin | 0 |¢ {=an) »| 0 | stdin
stdout 1 1 stdout
stderr 2 2 stderr

Parent Process Child Process

o REFIH—TXE, ot ais/ N RNALE R SXGFHEIAR
e BEEEFERITIIFRE printf FIFEE BRNZME (L EENEFRI)

24
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B18 (pipe)

Parent Process

o £ fork () ZBI, X#HIE(FR pipe (int £4[2]) BIE—TEENR
o REIMNTNEFEAT, orlBATF read-end F write-end




BFEEIZE <A APIs

B18 (pipe)
£4d[0] m £d4[0]
o \/\/ o
Parent Process Child Process

e 4T fork (),

AN

FHIZEBEFER read-end ] write-end

26
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B1E (pipe)

£d[1]

Parent Process

e 7 execve (

=

o 5

o o7l

J write

FiE R P] DA

) ZBlI, XiHF zEX[F] read-end,

£d[O0]

Child Process

JiZE B[O HIZRRER

() ¥ read ()

FIHFEXRF] write-end

27
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E 18 (pipe)

#define MSGSIZE 10

char *msg = “Message”
int main () {
char inbuf [MSGSIZE];
int £fd[2];
pipe (&fd[0]) ; // 1gnore error handling
int pid = fork();
if (pid > 0) { // parent process (writer)

close (£d[0]) ;
write (fd[1], msg, MSGSIZE);
printf ("Send: %$s\n", msqg);
walt (NULL) ;
} else { // child process (reader)
close (£fd[1]) ;
read (fd[0], inbuf, MSGSIZE);
printf ("Receive: %$s\n", inbuf);



HIZBIEERKAY APIs
B8 (pipe)
NT LR FHIZEZR D HIKMA read-end F write-end?
o AR HIEIZBXRMA £410]
o LEFMERAEREHERE, Mwrite () FEEEHIIFHE

o WIRPIA read-end #EXH, XHAFERUE SIGPIPE 55
(broken pipe), TEERIAIGL B /ﬁé&b&iﬁﬁ

o WIRFIHIZZHEXKMA £d[1]
o FIHIEPEEMHETE read () £, MXHENTE wait () FHIE
o UERA write-end #IEXH], read ()1R[E] EOF (End-Of-File)

29
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HIZBIZETER<HAY APIs
1& (pipe)
BEMaE— TR S

TEEE (BEREE) 21X Fi#iZEA Producer-Consumer 12217
#7Z(8]1815 (Inter-Process Communication, IPC)

o —FhER[T] (unidirectional) BIEIE(E 4B E

o DAlFIA pipe (int £4[2]) R[EIAY £4A[0]1F0 £A[1]1HITIES
ATBAFIF mkfifo () Bl EE

o AIEXHREFEER

o (EEHTZEBPIN open () IXEE "X§" #HITIES

30
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Windows

ANEIRVIRIER FIEIEIE

e Windows B E—1EHE

[

BB APIs 151t

BRZZHNAGERXEIEHE

// Start the child process

if

(!'CreateProcess (NULL, // No module name (use command line)
argv[l], // Command line

NULL, // Process handle not inheritable

NULL, // Thread handle not inheritable

FALSE, // Set handle inheritance to FALSE

0, // No creation flags

NULL, // Use parent’s environment block

NULL, // Use parent’s starting directory

&si, // Pointer to STARTUPINFO structure

&pi ) // Pointer to PROCESS INFORMATION structure

31



A fork() in the road

Andrew Baumann Jonathan Appavoo
Microsoft Research Boston University

ABSTRACT

The received wisdom suggests that Unix’s unusual combi-
nation of fork() and exec() for process creation was an
inspired design. In this paper, we argue that fork was a clever
hack for machines and programs of the 1970s that has long
outlived its usefulness and is now a liability. We catalog the
ways in which fork is a terrible abstraction for the mod-
ern programmer to use, describe how it compromises OS
implementations, and propose alternatives.

As the designers and implementers of operating systems,
we should acknowledge that fork’s continued existence as
a first-class OS primitive holds back systems research, and
deprecate it. As educators, we should teach fork as a histor-
ical artifact, and not the first process creation mechanism
students encounter.
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1 INTRODUCTION

When the designers of Unix needed a mechanism to create
processes, they added a peculiar new system call: fork(). As
every undergraduate now learns, fork creates a new process
identical to its parent (the caller of fork), with the exception
of the system call’s return value. The Unix idiom of fork()
followed by exec() to execute a different program in the
child is now well understood, but still stands in stark contrast
to process creation in systems developed independently of
Unix [e.g. 1, 30, 33, 54].
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50 years later, fork remains the default process creation
API on POSIX: Atlidakis et al. [8] found 1304 Ubuntu pack-
ages (7.2% of the total) calling fork, compared to only 41
uses of the more modern posix_spawn(). Fork is used by
almost every Unix shell, major web and database servers (e.g.,
Apache, PostgreSQL, and Oracle), Google Chrome, the Redis
key-value store, and even Node.js. The received wisdom ap-
pears to hold that fork is a good design. Every OS textbook
we reviewed [4, 7, 9, 35, 75, 78] covered fork in uncritical
or positive terms, often noting its “simplicity” compared to
alternatives. Students today are taught that “the fork system
call is one of Unix’s great ideas” [46] and “there are lots of
ways to design APIs for process creation; however, the com-
bination of fork() and exec() are simple and immensely
powerful ... the Unix designers simply got it right” [7].

Our goal is to set the record straight. Fork is an anachro-
nism: a relic from another era that is out of place in modern
systems where it has a pernicious and detrimental impact.
As a community, our familiarity with fork can blind us to its
faults (§4). Generally acknowledged problems with fork in-
clude that it is not thread-safe, it is inefficient and unscalable,
and it introduces security concerns. Beyond these limitations,
fork has lost its classic simplicity; it today impacts all the
other operating system abstractions with which it was once
orthogonal. Moreover, a fundamental challenge with fork is
that, since it conflates the process and the address space in
which it runs, fork is hostile to user-mode implementation
of OS functionality, breaking everything from buffered 10
to kernel-bypass networking. Perhaps most problematically,
fork doesn’t compose—every layer of a system from the kernel
to the smallest user-mode library must support it.

We illustrate the havoc fork wreaks on OS implementa-
tions using our experiences with prior research systems (§5).
Fork limits the ability of OS researchers and developers to
innovate because any new abstraction must be special-cased
for it. Systems that support fork and exec efficiently are
forced to duplicate per-process state lazily. This encourages
the centralisation of state, a major problem for systems not
structured using monolithic kernels. On the other hand, re-
search systems that avoid implementing fork are unable to
run the enormous body of software that uses it.

We end with a discussion of alternatives (§6) and a call to
action (§7): fork should be removed as a first-class primitive
of our systems, and replaced with good-enough emulation
for legacy applications. It is not enough to add new primitives
to the OS—fork must be removed from the kernel.

Baumann A, Appavoo |, Krieger O, et al.
A fork () in the road. Proceedings of
the Workshop on Hot Topics in

Operating Systems. 2019: 14-22.
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HIEBIETH <A APls
POSIX
POSIX FrEIRME T posix spawn () EOREIEFHEZEHAITHIZF

o 1BIT—" file actions object (*file actions)$8HATE fork #
execve Z[BJFHITHIXMAHIERIE (e.g., redirection)

o JBIT— attributes object (*attrp) 1EBAFRBIEFHENEE
(e.g., priority, signal handling, ...)

int posix_spawn(pid_t xrestrict pid, const char *restrict path,
const posix_spawn_file_actions_t *restrict file_actions,
const posix_spawnattr_t xrestrict attrp,
char xconst argv[restrict],
char xconst envpl[restrictl]);

https://www.man7.org/linux/man-pages/man3/posix spawn.3.html

33
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HFEBIFZTHKHY APIs

A Simple Shell

PID =501 PID = 748

Q New process —>

PID = 748

~—— Same process —>

1. Fork call 3. exec call

2 New sh
created

fork code

A

4. sh overlaid
with Is
exec code

A

Allocate child’s task structure

Fill child’s task structure from parent
Allocate child’s stack and user area
Fill child’s user area from parent
Allocate PID for child

Set up child to share parent’s text
Copy page tables for data and stack
Set up sharing of open files

Copy parent’s registers to child

Find the executable program
Verify the execute permission
Read and verify the header

Copy arguments, environ to kernel
Free the old address space
Allocate new address space

Copy arguments, environ to stack
Reset signals

Initialize registers

34
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The Real System

strace -f ./fork HUEH fork()?

e Linux 121 clone () ARG IEANRCIEHIZ (EZEHEBEXR), M

fork (V”ZZZREAA” B R libc X clone () BFT3E

o BATRILAER 1trace SRIBEREEREEE

C library/kernel differences

Since glibc 2.3.3, rather than invoking the kernel's fork()
system call, the glibc fork() wrapper that is provided as part of
the NPTL threading implementation invokes clone(2) with flags
that provide the same effect as the traditional system call. (A
call to fork() is equivalent to a call to clone(2) specifying
flags as just SIGCHLD.) The glibc wrapper invokes any fork
handlers that have been established using pthread_atfork(3).

https://man7.org/linux/man-pages/man2/fork.2.html
https://thorstenball.com/blog/2014/06/13/where-did-fork-go/
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The Real System

./a.out M ./a.out | cat THISEBILT hello ?
o 2RI FHY stdout ERIARE line buffered (TEFTEY—1THY flush)
o MNRMEAERIm, NZER fully buffered

int main () {
for (int 1 =0 ; 1 < 2 ; 1++) |
fork () ;
printf (“hello\n”);
}

return 0;

https://man7.org/linux/man-pages/man3/setbuf.3.html
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