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PRI AN FRERIRIERARNERIIEELZ —
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A5

X 1% (File) Eimﬂf?\,;mﬁﬁﬁ
SFEEEE L H

¢ —AXHFRE—MEBFIEIEEEF] (2 linear array of bytes)

RS,

4
o

EX N )

e Ul =]

o N{HENIE (File Data):

.

« HIAAR

I,

PRI AT BT RN . =B, B AMMBIERFIRIE
Al

SMEIEZR— TR (R 7 —7HF
ATV 18RI )

1 Byte

527l

1EETE (for flexibility)




A5

A% (File) EBRIFRAANFHEEEMEIEN—THMRE (FEH 7 —5
HE R FEEME LA EMEHITILRAL)

¢ —ANXHRE—MERFIMFRIEF (a linear array of bytes)
. BEFHIBS
o STYRMIR (File Data): FRIFFSI
* SFEME (File Metadata): FITFIEXFINEERI R ARE R
+ Size: XA (FRFIIIKE)
+ Owner & Protection: XHFRIFTEE . R A HIIAIEIILR
 Time: SCYFHOBIZESIE. SIEIHIANTE), BIFISKATIE




A5

AP REFRER— RIS TSR EX S i TIA1]
 open (): ¥ TH—1TXH

e read():|FIEE—MTAXHFNETFT

e write ():IFEA—MIAXGHRBEANETFET
o lseek (): oI RINRIZE

o fsync () FHEINXHFRNENILENE B E

e close (): KHA—1EFTHIXH

o stat ():FKEXHHIEMEER




A5

ATZBRET 4 (Memory-Mapped File): S 15 7 SIBR BT B ERR A2 1)
utzsie), B ERe sl LMER M IBaIES REEHE RS

vold *mmap (void *addr, size t length, int prot,
int flags, int fd, off t offset)

-7 » Llength bytes

. <4g— addr
length bytes ¢ -7 (or address
-7 chosen by
- the kernel)

offset —» g
(byte location
within the file)

Disk file open as
file descriptor £d Process virtual memory



NIFRG

LM HFOA AR EEXGFERENEIENR RN NSRS

o HIERREFEFMZEBP UGN

o NLEEINGHIRIE Block Interface S ML ER T e, 5
FIZERAI S N B ’ =
Process directly uses hard

e read (block k) disk driver interface to
: access data blocks?

e write (block k)

i block interface

device driver (SATA, iSCSI)

hardware interface

hardware (PCI-E, DMA, RDMA, etc.)




NIFRG

LM HFOA AR EEXGFERENEIENR RN NSRS
» MENBIFRITFANEFMEND EHR

userspace processes

* 214: (F|Ie) *D >=1I< (Dil"GCtOI’)’) system calls
¢ rET_I . }':I *5@?%1;%%—%%5’\] API L\/{77_1E operating system
X SAFBRAE (user's views) § node mertace

* DX#%E*%KE@ﬁ%iﬁ%J:Z&TF":_/I\Yﬁ: file system (ext4fs, s6fs, btfs)
HIEIEFBIE(E R (hard disk driver’s view)

o SFAIEZ|E) (allowing data to be
stored, located, and retrieved easily)

i block interface

device driver (SATA, iSCSI)

hardware interface

o
.

RB]BER] §E (do not loss data)

hardware (PCI-E, DMA, RDMA, etc.)




{5 ap

% (Naming) @ XHFRFHRN— T EZYFIE

« A—TEBEXNE—ZMES|IHRETIIGELE

o E—1"NHEARZETREEARNEF
* Path Name: 5T ARIBfEHIZFR (human friendly name)
* File Descriptor: 2151 TIIFEFHII— T BT H X4

e Low-Level Name: X ARG NEREI H{F BRI FR




A IR

File Control Block: N 7 LIRS S EGEF B S ZEF EIE T 41

A4S E BURE M (1 ZEMEIFEEISA N FREEE D)
o £ Unix X1&hR%:

R, IR

9 inode (index node)

Size Name What is this inode field for?
2 mode can this file be read /written/executed?
2 uid who owns this file?
4 size how many bytes are in this file?
4 time what time was this file last accessed?
4 ctime what time was this file created?
4 mtime what time was this file last modified?
4 dtime what time was this inode deleted?
2 gid which group does this file belong to?
2 links_count how many hard links are there to this file?
4  blocks how many blocks have been allocated to this file?
4 flags how should ext2 use this inode?
4 osdl an OS-dependent field
60 block a set of disk pointers (15 total)
i i 4 generation file version (used by NFS)
>implified extZ 4 fgile_acl a new permissions model beyond mode bits
inode structure 4 dir.acl called access control lists

10



I

X (HFIRER B BLRTE

// a typical file operation process (ignore error handling)

int in fd, out fd, rd count, wt count;
char buffer[BUFFER SIZE];

// open the files
in fd = open (input filename, O RDONLY) ;

out fd = creat (output filename, OUTPUT MODE) ;

// copy data from input file to output file
while (1) {

rd count = read(in fd, buffer, BUFFER SIZE);

if (rd count <= 0) // end of the file
break;

wt count = write (out fd, buffer, rd count);

}

// close the files
close (1n fd);
close (out fd);

11



&S U

File Descriptor (Handler): X#F RS A HEBTT HIN—1 XG4 o HCEY

— RIS (private per process)

o MATXHHITERIERI—MEES] (like a pointer)

o 7£F]

NEH, BERXEFRIE RN XERFAHRINERZFR

(e.g., human friendly name — inode number)
o R T EBRES XIFRFARSER TR INRIEE
o [A—1"XERRILAARERIAINFTH (e.g., read only / read write)

12



X R

FIFEHT

o FPHIZH —TIHTET]

« — N

Q%E

o BETRFAHIF—T RG]
o E—"XHRIEZ N HIEFT
* £4T

o YR
i)

o [17

\E S PRE #Z AR R A2 SIS 7T BEM BRZ R IN

/

TR

file descriptor &5|BYEN2H

NXEHS, FERGT

e E— NIRRT X AR
NAFZFR (system-wide)

NIFRFHITER

17, e EEL#REFT A XERIRIE X N RS

NAFRIFRIN, FEHT open count

{435 (open file table) F1L file descriptor # inode Z [B]AYK<EX
NA{FFK (per-process)

13



X R

FAAFTHS5FFE (open file table) F1L file descriptor # inode Z [B]AYK<EX

PCB (P1)

Open File Table

PCB (P2) Open File Table (system wide)

inode count

2
1
1
1

RLZTEM N T SR APIER S RIS (offser) {512

14



X R

Unix 4 RZ0BNE 4 = £FTH XX R KIE AR E file descriptors #ll
A~[E] open files Z [BJHYX F

e File Descriptor Table (per-process): SIS W HFFEFT FFAO—1 4

e Open File Table (system-wide): BINX N RFTH RIS FR— 11
o X{HmIZ= (offset). TFH ATV (access mode) LAKRFEXHY flags

e inode table (system-wide): BIRX N — inode

o WM SEMER (type, size, permissions, timestamps, ...)

15



X R

Process A Open file table I-node table
File descriptor table (system-wide) (system-wide)

fd | file file | status | inode file | file
flags | ptr offset | flags ptr type | locks

fd 0O =

fd1 N 224

/|

fd 2 \ o3 -

1976

1d 20 /

Process B
File descriptor table

fd | file 73 \
flags | ptr

fd 0

fd 1 86 5139

NN

fd 2
fd 3 d




X R

Process A Open file table I-node table
File descriptor table (system-wide) (system-wide)

fd | file file | status [ inode file | file
flags | ptr offset | flags | ptr type | locks

fd 0 e— 0

Jd1 . 224
fd 2 T~

\ 23 3

Process B
File descriptor table

fd | file 73 \
flags | ptr

fd o ) I
fd 1 86 5139
fd 2 /]
fd 3

h

open () the same file
A~ [E1#F28Y file descriptors 8@ ANE]AY open file table FRIN



X R

Process A Open file table I-node table
File descriptor table (system-wide) (system-wide)

fd | file file | status | inode file | file
flags | ptr offset | flags ptr type | locks
fd 0 -
fd 1 N

fd 2 - -

224

/|

1976

fd 20 /

Process B
File descriptor table

fd | file 73
flags | ptr
fd 0 ‘ /
a1 86 J 5139
fd 2
fd 3 q

\

a result of fork ()
A~[E1#F28Y file descriptors $8[@[E—"1" open file table FRIN



fd 0
Jd 1
fd2

1d 20

fd o
fd 1
fd2
fd 3

& — 1 EFZRIM A file descriptors $8[a][G]— open file table ZRIN

X R

Process A
File descriptor table

fd
flags

file
ptr

/|

A

Process B
File descriptor table

fd
flags

file
ptr

A

NN

AN

23

73

86

Open file table
(system-wide)

file
offset

status
flags

inode

P r

224

1976

5139

a result of dup () /dup2 ()

I'node table
(system-wide)

file
type

file
locks

19



Everything is a File

An object / a file descriptor / a stream of bytes

{ERA[E—2H APIs (with a file descriptor) RIRIEA[EIHIETIR (use common
tools to operate on different things)

o —EBYH . d:BFE X, p:IRIFBTXE. o FRIRSF NI,
DB EENE. 1 HEREXYE ..

e stdin(fd=0)., stdout(fd=1). stderr (fd=2)
o /proc:RZAERRREEHIIZ

e.g,/proc/{PID}/maps. /proc/{PID}/mem

o /dev:IXEIXEIHIEE
e.g, /dev/random, /dev/null

20



H %

N RGEE{EREF (directory) JREIENHE
« MAFMIA, PIBUEEIEHERNEIENER—THX
o BUTEHXFEIEFER, FZH—MMBEXRW (direcotry tree) |

. —~—Root directory

B c|(c)
®
User subdirectories
Q Q Q —— User file

User
directory |

\INCS

ST
OH

DIl



H %

NERGIBEIER

&M,

% (directory) REIEXH
IF-FE 47 (human friendly name) FIX(FKE

= a4

(Iow level file control block structure) [B]BRET I ZRHY—FR4FIA SIS

T Unix 143

=\
?\éﬁ[], = I

(file name, inode number) pair

« BRXHFBE—TXMHE, Eth1

5 inode

o NTHEIEXHFEZAIINAY inode

(resolve file name), MR

KX {HFF

NIRREK

|
K J

(SYER

o NEBFRDHE—THFRAY inode

<IN (directory entry) Fi2—"1

1952
6253

tmp 224
test.txt 1976
main.c 4594
file name jinode

number

22



H %

Root directory

1

1

4 | bin

7 | dev
14 | lib

9 | etc

6 | usr

8 | tmp
Looking up

usr yields

I-node 6

Block 132 I-node 26 Block 406
I-node 6 is /usr is for is /usr/ast
is for /usr directory /usr/ast directory
. 26 | o
Mode 6 Mode
size 1 | o size 6 | °°
times : times
19 | dick 64 | grants
132 30 | erik 406 92 | books
51 | jim 60 | mbox
26 | ast 81 | minix
45 | bal 17 | src
I-node 6 I-node 26
says that /usr/ast says that /usr/ast/mbox
/usris in is i-node /usr/ast is in iS i-node
block 132 26 block 406 60

Steps in looking up /usr/ast/mbox

23



3T H REVIRIE

opendir ():¥]

readdir (): IR

N\

—
K

N\

O

= ;l:]'

—
K

5 A5

|

5 A5

S F

1y T —

|

A<

link () : F— T EBEXHFi#HRE—TEZERA (

unlink () : MR

S g — A

3101

L

|

A<

K XA R XGRS TTEIE (metadata),

ARFRFPFEEES
mkdir (): BlFE

rmdir (): #f fF—T

In)

=

24



MGHRE
BT E B — 1 link ZIANEIEIEE12 R (path names), X4 R G F
A Z A RFRAES | iz

o [EFERIER PRSI IRA ] Root directory

o TEEEREZ (Hard link)

o FF=14IE (Symbolic link) A

Shared file



NIFHE

Hard Link

F— T HRTHI 42 link £l target file BY inode (alias for inode number)

* MTAERINGFRIEMEER

m;j] a.txt 8

T hERR —

1n l
b.txt 8

dir

A

1
\\
|

disk

26



NIFHE

Hard Link

F— T HRTHI 42 link £l target file BY inode (alias for inode number)

. ZEQURESCAERS, SERF LRSS T inode, AATEIE
link () BEBZEEIETHRKFEI—T human friendly name

o IFR7HE, (A unlink () FEMFE— P
o« YHRFZAE inode IBFE—"" reference count (link counter)
o EEX unlink () BIXI1Z count (EIF—
o AR count EFT 0, NIRTAMELEFMIBR = A

27



NIFHE

Hard Link

F— T HRTHI 42 link £l target file BY inode (alias for inode number)

o TEEENMHZAZEAIEE Hard Link
¢« BT XHARFAEZHN inode /S

o ATENEE, BEARITFEIER R Hard Link

o HREBRXKBEREMWFRSIAI (E—1 348 JoELEY path names)

o IWIANHERINE—Y (WRZTX
link, NiZFBx8 .. BFRINNIE

A g e mE

o] IAET

K7 )

/N7

|

*HY

28



NIFHE

Symbolic Link

BIEE—T link type EBIAVFIXE (alias for path names)
o ZNSHHEX P TEE target file AY path name

__jj a.txt 8

ln -s l
b.txt | 12

dir inode disk




NIFHE

Symbolic Link

BIEE—T link type EBIAVFIXE (alias for path names)
o Bt link B RNENNXHERS. SE R

o TEFTHNHIFEZIIMNETTTS8EE (resolve symbolic links)

o NS 1FAEAY target file BUER1R, {&F
o 1B target file AJEEtE— 1= HIEXE
* resolve recursively
o SMIFR— RSN, A5200 target file
o HfHIBF target file Y, =1EAX dangling reference

e symbolic link $§[EIH XA 1ZE

N E12T]

30



S AFRIF

B LE IS STAHFRIE I (accidental) SEE (malicious) IEIRTTH
o NFMIFRBEE N IXBETEH
* Access Right: BEXTIZ X FHR T 4 8R1E (what can be done)
* Domain: IEBEMH (by whom)
o —LEBRAIRYTE(R)AX R
o 5HEKHIMNEE: read / write / execute
o 5BFMERAIINPER: list / modify / delete

e 5 Access Right THXBVAXPR: {2 HBIIHY access right / 28 A FE
access right / FEHE ABIETD access rights ...

31



S AFRIF

BR 1EXI ARV E YD (accidental) S (malicious) IRIAITH
. f@lbt_ﬂa{*'

] — 1B KB Access Control Matrix S1CE A A H

FTRAPXE T X EINR
Filel File2 File3 Dirl Dir2
UserA rw r rwx Imd |
GroupB r rw Im




S AFRIF

Unix X4 R Gt TA 012 ]
e NEBTHF2H UserID #l GroupID

o NEBIMXHICEFAEXEAF (domain) FITHEIAXFR (access rights)

d = Directory
- = Regular File r = Readable
L = Symbolic Link w - Writeable

File Type X = Executable
- = Denied

N

- YWX YWX TYWX

N —_~

g V.
\' 4

\
User Group Others




N REGTESR

mount () : — " XEFRFNINTTIEE T BEHITIAID]

o FZR—T45—HY

An existing file system

-

\
Alice’s Disk

Mount
Point

mount at /Volumes/USB |

K251

-

.

USB Volume

]

i1 Movies

I o

: vacation.mov

Backup

/

/

Bob’s Disk

Mount
Point

-

.

\
USB Volume

]

§  Ne—
1 Movies

o

vacation.mov

/

34



File System Implementation



Two Key Abstractions

File and Directory (Unix File System)

(pathname)

U SN NN NN NS EEEEEEEEEEEEEEEEEEEE, FENEEEEEEEEEEEEEEEEEEEEEEEEEE

# disk blocks

filename + offset:

-------------------------------------------------------------------

Directory
Structure

File Index
Structure

=

dir

inode disk

36



File System Layout

KR TMEEXI D NET

TE A/ blocks

31

37



File System Layout

Data Region (Data Blocks)
Dl —EZNE Y blocks AT 121 X4 EUIE

e HEERENNERENNEEENNEEEEEY

A

0 File Attributes and Allocation Structure 31

PDEC—E2N=HY blocks FA

— 7% X 4HY metadata .

Super Block

M= R B EEEKER

1718 X R GTAY metadata {52 (first block to read when mounting)

Boot Block

12 Boot OS tHXAIE R (empty if no OS)

38



File System Layout

MBR Partition

Partition

Partition

Partition Table

Master Boot Record (MBR)
171 Boot Computer tHXAIE R

t T Disk Partitions

ANE] partition BEIFRTUIC NN EIXF RS

ZHEE partition RIBTMEIEE (one is marked as active)

39



NHRISEM A0

XAERIE N ) bytes (28 N 1" logical block) TZiE7EMET disk block ?

o NHEURFMEMEREL data blocks

o EZBIRITITEMNEIRSWFICK BN XY data blocks I ECE R
o %EZZE T (Contiguous Allocation)

o PEFR I\ (Linked List Allocation)
o FAT SX{HEZ B File Allocation Table £544

e Z5| AT (IndexAllocation)
o Unix X RSIH inode 5|41

40



NHRISEM A0

Contiguous Allocation

1 SO SEHL R B B %48 data blocks

o (NEAEXHEMFIEF first block + total number of blocks {E &

NI

SRR EEE. HEEIRIE
RE BB EEIR

. BEATHRE
.+ ERIEE IR BB AN
. FRGEFENINITEA BT

s EHREDR MLIZRIFRIIEFEF
(e.g., CD-ROM)

12

16

20

24

28

10

11

tr

file start length

count 0
tr 14
mail 19
list 28
f 6

2

N A OO W

13

14

15

17

18

18

mail

21

22

23

25

26
list

27

29

30

31




NHRISEM A0

Linked List Allocation

B NAESEIA data blocks B9— M 5EZR

o (NEENIHRBEMEFIEFE first block number 2
o AJBAIEPAA data blocks #RF!| A

(B INERER)

s [ERER/NXEF, BZ

o EN—TARXERIBENEIEIR

FEIRNER

s BTHIRRPFIEFME—TIET

(*ﬂEﬂ% ATRR/NA

3 24)

s BIMHFPUFERX

file
jeep

start end
9 25

24| 125 _126[ |27

28 1291 [30[ |31 |

N

42




File Allocation Table

1§ data blocks HEFRFHIFABEIEFHERFN |
Zll—™ File Allocation Table (FAT) A 1
2

e & data block XN FAT FRAg— :
%IJ\, /\'f?ﬁ% 5

6

o X{ET— data block %R S 7
(pointer to the next FAT entry 2

of the file) ‘0

o THRIFATIE (end of fil))  m rie 12 12

13

o ZFAZ|EFRIC (free space) 14

15

o ILEAYENSUEFBIFENZIRIR R E 16
Th18) FAT 4544 (AT B1Z1EMTZ) .

19

20

FAT

.
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .

.
. .

.

.

.

.

.

Data Blocks

File 9 Block 3

File 9 Block 0
File 9 Block 1
File 9 Block 2

File 9 Block 4

43



FAT File System

FAT X4 R GRS
o FAT 53T 1R B RZFMHEEMENISTTE blocks AR
o FHEMT FAT RIGINFISEM (redundancy)

o FAT FEIINBICRK T ZEHZEER

Super Block Data Blocks

SENNERENERS NERENERENNEEEEEEEEEE

FAT | FAT Il Root Directory

44



FAT File System

FAT X4 R TRV E % IN (directory entry) 4544
o XHHRBRMEEEFMEEERIAP (32 bytes)
Bytes 8 3 1 10 2 2 2 4
File name W | Size

Extension

/

Attributes

TN

Reserved Time Date First




FAT File System

e FAT 2—"MIITHFITINE NG E

RIS RS, T ZhE

iR R

MEr AIVIZEF (including USB flash drives)

o BEREFEHFEFE FAT ZEMESSERENFHETHE

o X5 ITB (240) R/NEVREZE A 4KB (2'2) X/\BY Disk Block

o SIIETE 228 /™ FAT FKIN

o MNBF RIS 4 bytes (FAT 32), MEED FAT XA/NS IGB

46



NHRISEM A0

Indexed Allocation

B ]XASEH N—1ME K data blocks RS HIZN4H (the i-th pointer refers
to the i-th data block of the file)

o (NEAEXHEMFICFEFNE data block 2558y block number

. BTERGEERSIENE o
file index bloc
}' ﬁ*nljﬂ'ﬂ R = oLl 1Ll 2[ ] 3[] Jeep U

o EREFHNRNBTRM=H 40 s0J 61 700

EFTAXHEEEX (A2 e
BRI 1200130014N}

. BR, mEREMERIIEn |

20 _l21[ l22[A23[ |
JX/)N (number of pointers
E/Jj(J ( P 24 l25[ Jog[ l27[ ]
required) 7

28 l29[ I30[_I31[]
\_// 47




NHRISEM A0

Characteristics of Real-World File Systems

e Most files are small: ~2K is the most common size

12000

10000

8000

6000

4000

Files per file system

2000

0 8 128 2K 32K 512K 8M 128M
File size (bytes, log scale, power-of-2 bins)

Agrawal N, Bolosky W |, Douceur | R, et al. A five-year study of file-system metadata. ACM Transactions
on Storage (TOS), 2007, 3(3): 9-es. 18



NHRISEM A0

Characteristics of Real-World File Systems

e Most files are small: ~2K is the most common size

Average file size is growing: ~200K is the average

Most bytes are in large files: a few big files use most of space

Fi
Fi

e systems contains lots of files: almost

OOK on average

e systems are roughly half full: even as disks grow, file systems
remain about 50% full

Directories are typically small: many have few entries; most have
20 or fewer

Agrawal N, Bolosky W |, Douceur | R, et al. A five-year study of file-system metadata. ACM Transactions
on Storage (TOS), 2007, 3(3): 9-es.

49



Unix File System

XFINSAHF (fast path) FAARE (slow path) #RiEHt R 437 5

e 7£ inode FZIF—2H

e Direct pointers: E¥z+g[a]’

=]

TE X

NAE#N3ERY data blocks

* Indirect pointers: ¥ §[@— 181 &

direct pointers HY data block

. XF5

R FEAL 18]

2

o /NWNXEEZ{EHR direct pointers

(array structure)

o RXI4FENIMEH indirect pointers

(tree structure)

HY pointers

File Attributes

Address of disk block 0 —

Address of disk block 1 —

Address of disk block 2 —

Address of disk block 3 —

Address of disk block 4 >

Address of disk block 5 >

Address of disk block 6 >

Address of disk block 7 —>

Address of block of pointers

Disk block

containing

additional
disk addresses

50



I-node

Attributes

{1 »  Single

- indirect

1 > block
-
=

Disk addresses

—

\ / /4
Given 4 bytes pointer & 4KB block \
inode (ext2) contains a set of |5 pointers

Double
indirect
block

7

N

Addresses of
data blocks

-

L

—

.

e
N

L

Triple
indirect
block

* First 12 point to data blocks

(12 x 4 KB = 48KB)

e Last 3 point to intermediate blocks
(210 x 4 KB = 4MB)

4: double indirect pointer (20 x 210x 4 KB = 4GB)
(210 x 210 x 210 x 4 KB = 4TB)

3: single indirect pointer

5: triple indirect pointer

f

./
_/

\

51



Unix File System

Unix X1 RSREGER D
e St T disk blocks FBF1Zfi# inode (5] block BJ1Z{# 21" indoes)
o FR#E inode number FIAE 5 E {i[1% inode 7EMI1™ disk block
o DECENIMVEIELZLETY (e.g., bitmap) H1TE AT B EIE
o HBIMILE inodes LA K MFLE data blocks ==&

Super Block Data Blocks

1 inode Table
(file metadata)

Allocation Structure
(e.g., one bitmap for inode, one for data)

52



Unix File System

NAERIAR N (size) TS 5 FHRIIEE ZS 8] (size on disk)
* Size (1s -1h) = XFFRRIINKE
* Size on disk (du ~h) = XM T %) data blocks

e data block X 7= 8] BRI EANEBAL

o XWFARNXMY, BEEHED data block FETEfE indirect pointers

disk space (# data blocks)
that a file occupies

53



Unix File System

FAT X R ZGIHY

&I (directory entry)

2514
81 & X4 F] inode number

. EREMEOTAT, §1BRTNE

o NHMEIEEEFMTE inode 51

Bytes 2 14

File name

I-node
number

54



Unix File System

FAT X4 R ZiAIE xIN (directory entry) 2514
o AIEEFRMAIMIMCEXFBRERZIFAERXG2

umber

I-node n
Entry size
Type
/ /— File name length

\ \

the ext2 example



Unix File System

Qa7 B & XA P ER X R I N HY inode number (resolve file name) ?
o NJF2L RS (file name, inode number) B FIN{EME H =\

« HFEIRNZAE
s MIRBITHRPXNEHENIZERE, ELEBES

s MRAXERARZITEINERNBIRLGRINEEK
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Unix File System

« fEF

B+ tree JE{ZfiE (file name, inode number), EHAHA &R
hash value fE N Z 15|
Search for Hash (foo.txt) = 0x30
Root
Before[| 240 | 510 | 730 | 980
Child Pointer
Child i i Child
Before | 58 121 180 | 240 780 | 841 | 930 | 980
chidpointer |t | | | : | eefee
Leaf ios ¢ iod : Leaf
Hash| 15 30 44 58
Entry Pointer | | || ¢ | e g
...... s — S S
Hash Number 30
Name . .. foo.txt | music work | code bin test
File Number [ 830 158 871 320 219 3 014 324
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R ER IR A )

N RGP IR A B RIREE IR KN (block size) HITIETUL
o RERAKRZREAMEZ 8] (70 )\ S AFRTEIAEE 5)

s REXNNESFHRSNHERES

Data rate (MB/sec)

0l —bmdmdeed== =T
1KB  4KB 16KB 64KB 256 KB

Block Size

— 100%

iH (FEIRE 2 1R IR)

To store a 4KB file

Data rate goes up almost

,I/’

[/ —80%

— 60%

— 40%

—20%

0%
1MB—

Disk space utilization

linearly with block size
(the more data fetched,
the better)

More spaces are wasted
_—" for larger blocks
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Quiz

Q0°F Unix X RGTFTBEX FFRIBR AR/ (maximum file size) &
Z/M B THRFHZEE S Z /DY (maximum number of files in a

single directory)?

o T44%2 block K/1\J9 | KB, EHA%lI49 4096 1 blocks FHF1Zfi# inodes

* inode G TEN# user ID (2 bytes). BJ[B]EL (12 bytes). X {4EEIA]]
{RIF{S 2 (4 bytes). link count (2 bytes). X{FKX/]\ (4 bytes). PAK
X 14 data blocks Z=5| 4514

o R5|EMWHPEIE 8 direct pointer. | ] indirect pointer, AKX
| I double indirect pointer (4 bytes for each pointer)

o 1 HZRIN (directory entry) 12 X143 (14 bytes) ¥[] inode number




AFRIE

Super Block  inode Table Data Blocks
Bitmaps

EAT M RIFNE D 7l 0h e LRI E R 41 ?

(5 I Z IR EAE S #R{F)
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AR 1’E

mount (

Super Block

A

read super block
(metadata of the file system)
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AFRIE

open (”/foo/bar”)

inode Table Data Blocks
/ /foo /foo/bar / /foo /foo/bar

v Ty | X

|.read / inode

2.read / data block

3.read /foo inode
4.read / foo data block
(might need read multiple data blocks)

5.read /foo/bar inode

(then do permission check, update open file table,
and return a file descriptor)
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NX{F1R1E
)

read (
inode Table Data Blocks
/ /foo /foo/bar / /foo /foo/bar

T ,

|.read /foo/bar inode

2.read /foo/bar the i-th data block

3.write /foo/bar inode
(update last access time)

(then update file offset in memory)

The Read-Copy-Update Pattern
(the block interface of disk)
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AFRIE

write (over—-written)

inode Table Data Blocks
/ /foo /foo/bar / /foo /foo/bar

T ,

|.read /foo/bar inode

2.read /foo/bar the i-th data block
3.write /foo/bar the i-th data block

4.write /foo/bar inode
(update last access and modified time)

(then update file offset in memory)
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AFRIE

wrilte (append)

inode Table Data Blocks
/ /foo /foo/bar / /foo /foo/bar

A T A
|.read /foo/bar inode

2.read bitmap of data block
3. write bitmap of data block
(find a free data block, and mark it as allocated)

4. write /foo/bar newly allocated data block

5.write /foo/bar inode
(update the new block’s location, and time stamps)
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AFRIE

create(”/foo/x")

inode Table Data Blocks
/ /foo /foo/x / /foo
T T A A
|.read / inode I I

‘ 2.read / data block

3.read /foo inode ‘
| | 4.read / foo data block

5.read bitmap of inode

6. write bitmap of inode

find and allocate a free inode '
( ) /.write / foo data block (Iink file name

to Its iInode)
8.read /foo/x inode

9. write / foo/x inode (inrtialize file metadata)

0. write /foo inode (update last access and modified time) N



N R G T REIO) =R

R

B8 314 2 EURIREY read I write #3248 110 1=1E (EEEEI1EE

FEERE), FTERSMREXERIFAIITH
%I—E\J%gﬁll_&l_
e Caching and Buffering

ZREFEN R (EE) IER
* Fast File System (FFS)

e Log-Structured File System (LFS) *
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Caching and Buffering

1SN Rl EIR R FEAFH (caching)
o HlEN, WFNHENEFEMLERER
o FAT J8FH data block f4 pointer ZE/FERN{FH
o Unix 3TAXHRPER T SR1EFT XX inode £1#E
 EEXHNTEZSREHREKE

« MEETMENERER, AJTUENXERFHEFFHAY LRU ER

(NERGBAEGSSIAN RS, BiP K 110 1#1F)
o AJLAIEITFREYN (pre-fetching) ¥ /NFTE /0 = ARTIRBITEENEE
o NEEINFIHEXHINIEE BN
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Caching and Buffering

KBEESLBENSIRTEFERNFEPXT (delay writes)
* Write-through Policy: {2 f51ZE) 5o
o TEESHMENAEMENSIRIE

o MBBEBGIRIEERILABGEHAY (e.g., create a file and then delete it)

e Write-back Policy: {2 [E{XAR1CHN dirty FIERE[O

» EHEY—ENEEMR. Z5XH. RHXHEF. HENER
flush () 7T G0l

o DUMRYEEAE LRI KRS IEEE
s RAFIBINERREARE [BIRIZHE




N R G T REIO) =R

FEISIT N HER T F (file system layout) BT E B ZEN BRAUDIRLF 4
e JHIZEMNNHRAMBESIEHESIE T —H random access {7fi#

f¥ R (data is spread all over the place)
* FTH inodes MAEME T IanI—Ex =S (8]
o EEZ [N data block #R]FEF 0 ED

o ENXHRIENSSEKZINLSLFZR) (disk arm motion) FHH

Super Block  inode Table Data Blocks

Bitmaps
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Fast File System (FFS)

FFS 1A 9 NET block groups (Berkeley, 1984)

Y — R — L o
o B group BB allocation structure.

Group 0

Group 1

inode table F] data region

Group 2

Data
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Fast File System (FFS)

FFS 1A 9 NET block groups (Berkeley, 1984)

o B group HE H allocation structure, inode table [l data region
o JFRTEEMRIAIBIANTEREHEITETHIPNLE (keep related stuff together)
o TEBIENHFH
o [@—X{4H inode F] data FLFER— group
o [B—H& FXHEFIER—"T group
o EBIEHE RN

o }—1EFMEEZEXE L (balance directories across groups) H
221K inode tHXJ3Z (be able to allocate a bunch of files) BY group

o APJLAIEITREF EEIE (defragmenting) SRIEBEIEREI—FC
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N R G T REIO) =R

EIRIT SR AT (file system layout) BRI Z B IZEN
o BHRIRRTREIRI CPU FIERINATEF
o BFILUBEEFRINEIS T EAERIE
o MHEERIMEZESEFTXMENSIRE
o M BEHMELTIERMEERE

/A

%

R k7B

o ZUIERZ/NHIBENLE (small random writes) ZR— T <HY

IS (a long sequential write)
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Log-Structured File System *

LFS BT EBIF— 1T E XA Logging =8]
* X7 inode F] data block I G #BFEFENTFH (mixed together)
o ZMXIHEIIKEEFATLAEMIAVINFE NHE (never overwrite

existing data but always write to free locations)

g:ﬂq :ﬁo blk[0]:A5
1]:A1
Do Dy.1) Di2 Djia | blk[2]:A2 Do

blk[3]:A3

A0 A1 A2 A3 Inode[j] A5 Inode[k]



Log-Structured File System *

(= |
—\

o XJERIRIFHER S

RN T RENL SR BERRZN, (B2
=S N:OENES

o YNMAENERE N inode TEMEERIMT A HETS?

b[0]:AO | (foo, k) | b[0]:A2 | m[K]:A1
Dk | Ikl | Dy, | I[dir] [MdIAS
imap

AOQ A1 A2 A3

o YMOJEN1EExFTAY inode map TEIEZEZ AT AMG?

[kinll(aFl)\l | blk[0]:AQ [mapl[k]:A1
...k+N]J:
A2 D I[K] | imap
CR
A0 A1 A2

75



Log-Structured File System *

)R

= KAYAME

G

RAEE THENS R EEEHRSN, B2
ERIERRT

b[0]:A0
I[K]

A0 (garbage)

DO

b[0]:A0
I[K]

A0

(garbage)

b[0]:A4
DO | I[K]
A4
b[0]:A0
I[K]
A4

0 KHIAME (garbage collection)

Rewrite an existing file

Append a data block
to an original file
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N R G T REIO) =R

TIRIT X RS A (file system layout)
o FFS 1 LFS @M E (hard disk) 121TH
o TFTERLSKRNYIERST]

o F[ESHER (solid-state disk)

e

e 3% random access 15 1R E

o 14HY inode ] data INATIE— R ZABAE

e {HE block (XBE1EE —ERX %

NErSEEAV MNP Ny EE R S s

9

(1L}

=7

o UERTSNENE EHERSENEIMESE blocks &2 EH EHY

o FEMRAC)IRAZZAY “UI{aIFHIR,

X A] BELY S HB(E

] disk blocks” ?
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N R G —EN % o) 22

XX HEIBHINE — Y data block &35 M = MU SIRIE

EL HEERENRRRRNREEENEEEEE
T T T

write data bitmap  write file inode write data block




N R G —EN % o) 22

XX HEIBHINE — Y data block &35 M = MU SIRIE

L —

write data block

5EK, [BEXHRZN metadata H7AZE—ENRY
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N R G —EN % o) 22

XX HEIBHINE — Y data block &35 M = MU SIRIE

write file inode

YA ZA 2R metadata BYA~—EX
FEHE data bitmap: data block x 2= AR

FEHE inode: data block x @ FTE T X 14
(read garbage data)
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N R G —EN % o) 22

XX HEIBHINE — Y data block &35 M = MU SIRIE

I? HEERENRRRRNRERENREEEN

write data bitmap

X A% 2 2t metadata BYAN—2X
fE3E data bitmap: data block x 2493 Fic

MRIE inode: data block x Ng@ F1E o] X145

(space leak)
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N R G —EN % o) 22

XX HEIBHINE — Y data block &35 M = MU SIRIE

EL HEERENRRRRNREEENEEEEE
T T

write data bitmap write data block

YA A 2T metadata B9A—EX
ANE1E data block x @B 1%E
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N R G —EN % o) 22

XX HEIBHINE — Y data block &35 M = MU SIRIE

L HEERENRRRRNREEENEEEEE
T T

write file inode write data block

YA 2 2% metadata B9A—EX
R X inode 80 1 1IEFAY data block
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N R G —EN % o) 22

I AHIEINE — 1 #7HY data block 335 N = MR EE(E

EL HEERENRRRRNRERENREEEN
T T

write data bitmap  write file inode

YA RS metadata (RIF—E, {B=1ELE] garbage data
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214:/ \éﬁﬂ’g_%&tl& I‘Iﬂgy_i.

7501 — I (crash-consistency): AN FRF DM — T —HEIRE

[RF1% (atomically) N 53— —EILIRZS

o WNXHAGNENTETRINEEPZ P EIRSWAIEN
o ERLGIARIGNY, PIEESERR T —E BRI, BR—LE%5T
o WhINSSEERGIHIAN—EUIRTS (inconsistent state)

o TEEfRIR
o WXHRFEFERIE (update operation) Z/RFHY
o ZMUEEESRESERIMERINERNIT
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NERG—NENE

EERNMNENGFRARSFES—, AZWATEES

e FEEZM allocation structure ] inode table FIZENHNEEEE—

Hmli
[TLL]

Block Number

c 1 2 3 4 5 o 7 8 9 10 11 12 13 14

Free Blocks (bitmap) |1 f1|o|1]of1f1f212|1]|]0o]jofo|1]|1]0O

Blocks in use (inode) |ofo|1|o|1f{o|lofjOo|O|1|1]|1|0]|0f1
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NERG—NENE

EERNMNENGFRARSFES—, AZWATEES

e FEEZM allocation structure ] inode table FIZENHNEEEE—

Hmli
[TLL]

Block Number

c 1 2 3 4 5 o 7 8 9 10 11 12 13 14

Free Blocks (bitmap) (1|1 |01 o“1 1|1|(of|o]jo|1f1]oO

Blocks in use (inode) (00|10 1“0 olof1|1]|]1|0f0]f1

B] DATE bitmap A% data block FR104 free block
(RIREEL T X data block I E R 1F)
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NERG—NENE

EERNMNENGFRARSFES—, AZWATEES

e FEEZM allocation structure ] inode table FIZENHNEEEE—

Hmli
[TLL]

Block Number

c 1 2 3 4 5 o 7 8 9 10 11 12 13 14

Free Blocks (bitmap) (110|101 11 ojlofof1]1]0

Blocks inuse (inode) [0]0|1]0|1]0 oo 1|1|1|0f0f1

B] DATE bitmap F451% data block #7184 allocated
(BIRTBIR—EN, 1B inode BIEEIE[E) garbage data)
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NERG—NENE

EERNMNENGFRARSFES—, AZWATEES

e FEEZM allocation structure ] inode table FIZENHNEEEE—

(1N

e Linux Y f£sck T B (check and repair a Linux filesystem)
https://docs.oracle.com/cd/E19683-01/806-4073/6id67r9In/index.html

o MHERA—HIENERILH:

o FETHMXHARGASNIMEERMTIEE (require intricate
knowledge of the file system)

o FEHWE NIRRT (very slow to run)

. IREERMBRRANHTEE, TERLIEEMREREE
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https://docs.oracle.com/cd/E19683-01/806-4073/6jd67r9ln/index.html

HENXGFRS

B EEF XGRS 2 — LB FRE R IR T R
o EEFEIHELZAI, STIEEMNEERICEHTEF (journal)
o MRRLFKE T crash

o UNR crash K4 1E journal ZHI: ANEEMERIEE

o YIS crash KAETE journal Zf5: EH journal PICKAIERIE

o —Hf write-ahead logging BY/EB%8 (from database systems)
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IU\K1¢%

£ journal FE TxB (transaction start) (journal write)

1T journal A5 inode I [v2], bitmap B[v2] A data block Db

£ journal F 5 TxE (transaction end) (journal commit)
M EPENUES I[v2],B[v2] M Db (checkpoint)

[

5 [TxB 1[v2] | B[v2] Db >

9 |id=1

Journal

| 1v2] | B[v2] | Db [TXE >

id=1

91



HENXGFRS

Journal File System
TxB Contents TxE |Metadata Data
(metadata) (data)
issue issue issue
complete
completex
omplete
_________________ issue |
complete
______________________ issue  issue _X
complete
complete

ANER crash &4 7E journal commit
Z B, 2 journal FEIANS

AR crash &2 E journal commit
25, B journal FICZAIIRTE
(RIBEE— M &ES T MX)
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X RS

JFE3E Db 1E journal LR BIRFRE T

) -

— X (Data Journaling)

o NTKFEHIE, 1E journal BANIEKHFEIE (Metadata journaling)

o TARMEMIETE data block ?

* [d] journal FE5E metadata [FH 5 data block

o BARMART —HIYE, 1B inode F]EEIE[O] garbage data

o [OJf%%E 5 5E data block [ journal commit

(FoERFEE, BEME “]1%&?)%5’] pointer)
o 1R inode ~=3FE0] garbage data
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IL:‘K1£I: %

Journal File System
TxB Contents TxE Metadata  Data
(metadata)
issue issue issue
complete
complete
complete
- issue |
complete
| 'issue
complete




EMXEFRE

A B RGP LAY
interface), PEINXEHRTGUANE

o UEI—1TXEZRT

X

LIETHEEM R N —2H B APIs (a common

= 1§1

HY 7 TV T3E

127 (EARER) IXEFRA

User
process

POSIX
Virtual file system>

- ’@%D @? G{gs nterface

Buffer cache
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EMXEFRE

EARFHREIE— v-node SHFRICEFXHFNRIEER, AICFRIEXHE
XN SR GTSEI B FEE APls RYRRZNHBIE

VFS
File
Process descriptors
table
V-nodes
Function
4 pointers
2 —]
0 \
write
read
open
Call from
-« VFS into

FS 1

Y
Read >/ FS 1

function




o NHHEIATT. inode FIFTH X (F3R (Open File Table)
o FRMISZ{H2 (Resolve File Name)
o TEFEHE (Hard Link) MRFS 8582 (Symbolic Link)

o XHARZINTE (Layout)

o XHRISEIM AN

o FAT SX{FZRZEY File Allocation Table (FAT) 544 K EH
o Unix X4 ZARZH] inode Z5| &/ M EHFIN
o RN HRMESIE]

3101
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=4

10N

o XHAEBRIEDMIEETLR]IE
o NHARGIHVEEED)A
o |RIEMHRLE (Fast File System)
o AEEMISXERL (Log Structured File System)
o NHARGIN—ENEE)M
o« YHRE—INUME (File System Consistency Check)
o HEXMHZAS (Journaling)
o BINXHRSE »
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