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Section 4: Part 2
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FH & ZF PR Bugs

BB APH K2 Bugs $FAERISLUERA R (empirical study)

o @ KEBD non-deadlock bugs (97%) &P HT1EXRIEFIEEkiF
E SRS REY

Application What it does Non-Deadlock Deadlock
MySQL Database Server 14 9
Apache Web Server 13 4
Mozilla Web Browser 41 16
OpenOffice  Office Suite 6 2
Total 74 31

Lu S, Park S, Seo E, et al. Learning from mistakes: a comprehensive study on real world concurrency bug
characteristics. Proceedings of the |3th international conference on Architectural support for programming
languages and operating systems. 2008: 329-339



FH & ZF PR Bugs

Atomicity Violation

Thread 1 Thread 2
S1: if (thd-> proc_info)—™ — —_
{ _253: thd> proc_info=NULL;

}

S2: fputs(thd-> proc_in*o, -)——

————————————————————————

MySQL ha_innodb.cc —__—% Buggy Interleaving

The desired serializability among multible memory accesses is
violated (i.e., a code region is intended to be atomic, but the
atomicity is not enforced during execution)



H2ZERHRY Bugs

Order Violation

Thread 1

void init (---)

Thread 2

{ /
mThread=5B_CreateThread (mMain, -

——

—
— —

id mMain (---)

. ) mState=
' mThread-> State;

—

Mozilla nsthread.cpp

—

Correct Order
< —

Buggy Order

Thread 2
should not
dereference
mThread
before Thread
1 initializes it.

The desired order between two (groups of) memory accesses is
flibbed (i.e.,A should always be executed before B, but the order is

not enforced)
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A% DeadlLock

B EIEEE
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Dining Philosophers Problem

Dijkstra 32 E— N &S, H2H Hoare [EREE T 105 MR A

o AUTEFRELE—TRIFEEESE,
BRUEFHRLZEE—TXF 3 Q
£[4]
o BUEZEHRMHEMITEHE: £13]
think 5} eat ©/
e 7T think FAREEX F m
o EEIFHEAAFMM £10]
M1 X F7T8E eat ©L©>)f[2]

e WHRESZIE (ATXF)NFH 0 £1]



Dining Philosophers Problem

void philosophers (i) { // i: philosopher number
while (1) {
think () ;
get fork();
eat ()
put fork() ;



Dining Philosophers Problem

sem t forks[5]; // one for each fork, initialise to 1

vold philosophers (1) {

while (1) {
think () ;
P (fork[left]) ; // left = 1
P(fork[right]); // right = (i + 1) % 5
eat () ;

V(fork[left])
V(fork[right]) ;

Deadlock



A% DeadlLock

F GRS ERNFE —ERRM X EFHFIRNEESIZEFEIS
—ETR, MMSHME LZE A HARITRI—MIE R

Thread 1 Thread 2 Holds
ey | |_OCK L1
lock (L1) ; lock (L2);
lock (L2) ; lock (L1) ;
2 =
QO
© >
9 @
% Q.
= 3
Lock L2| <

Holds

A cycle of waiting for resources



A% DeadlLock

AN,
TS

~

/\Q%E%BT" B i A —ERRM X EFFIRNEESRZEL

— kB

HR, MMSETE EZa8l oA A RITRI—E)

Thread 1 Thread 2
lock (L1) ; lock (L1) ;
lock (L2); lock (L2);
while (need to wait) signal (cv) ;
wait (cv, L2); unlock (L2) ;
unlock (L2) ; unlock (L1l) ;

unlock (L1) ;

Deadlock occurs if the thread that can signal the
condition variable needs the first lock to make progress

AN A

11



A% DeadlLock

F GRS ERNFE —ERRM X EFHFIRNEESIZEFEIS
—ETR, MNMSEIESZE A H AT —E

Thread 1

lock (L) ;
put () ; // put();

Lvlist.add(); // list.add()
\\\\\___,* lock (L) ;

A single thread can also cause deadlock

12



AE% DeadlLock

F iz RIS E
—EFR, MmSFHFrE

— R REMY EFEFRNEEZLIEL
5 &Iz T iEEHAI T —FE)

Vector v1, v2; /

/ to be thread safe, locks for

AR

// both vl and v2 need to be acquired

Thread 1

v1l.AddAll (v2) ;

Thread 2

vZ2.AddAll (v1) ;

Deadlocks might also occur due to encapsulation
(detailed implementation is hidden from the calling thread)

13



AE% DeadlLock

SEEIRNTT AR
e Mutual Exclusion: ZFE X 31 RAY1E
R —
B Ih—

e Hold and Wait: ZZF2 = BJ1E
i /o a4

—F1FIA

acquired)

TNEFRG:

7P AE

H B

= B /KHY (e.g., locks)

LEZRR (e.g., locks that have already
L5551 (e.g., locks that wish to acquire)

* No Preemption: ZF2 SR B NS IR T IR 5
o Circular Wait: Z32X 53RV A FIE KB — MBI FSE B

(BT %z 58 HE L ZERENRR)

Coffman E G, Elphick M, Shoshani A. System deadlocks. ACM Computing Surveys (CSUR), 1971, 3(2): 67-78 14



A% DeadlLock

IR LRI FHBEBRIDESRMY, MIERDFMH
o BRIENTEERMELE, ATXFEN ( ......... g

£ E2F1EF (multiple instances of a type of ‘
reSOUFCE) ’ m-_l 4\/_\E M M $§Z|Ej : Waitina for
Chopsticks ( ------------ ’

o HBIPOFAEMTXF —
Philosopher ) _— Philosopher
* PLP2,P3 FR/A—TRF, N\ —

Mk R — FhAE TR H‘-/:_J't IRAS ............... > -
Waiting for ‘
.+ LERSERSMED PO ATLAEIRRR |
RFFEHCELRIE T M

L . H v

15



R ITFEIA A
o ZBEFEEN (Ignoring Deadlocks)

o REIBNIERMT T

o TEloJRIAEIMRRMBMEARMB/NYER FE—MIEE EFRRVIEHE
o FHFRFEE (Preventing Deadlocks)

o BT MIATETIRY N E S SEA LEFEEIR T -
o 1E¥525EEN (Avoiding Deadlocks)

o EIRORIEIRD BoRE R R STIH NFEHUAS
o FEHIMLMAVXE (Detecting and Recovering from Deadlocks)

» EHIQNSRIRE LI 7IEl, AEFEEDEEINHITIRE

16



TRRHE

IEIA Mutual Exclusion &1t

 {EH lock-free 77/ERSEI B Kk (BIal(E BB IR 18 < RIS BN)
o« IKBBEMRUES. HIFEEH L1

vold 1nsert (int value) {

node t *n = malloc(sizeof (node t));
n->value = value;
lock (&lock) ; // critical section

n->next = head;
head = n;
unlock (&lock); // end critical section

do {
n->next = head;
} while (cmpxchg (&head, n->next, n) !'= n->next);

17



TRRHE

IR Mutual Exclusion 251
¢ *IEL\JL:EE,]T\IE

o 54, Spooling $Z7N (for resource like printer)
o MFRFERIRARREICFTEIN (virtvalise a

printer into multiple resources)

. I printer daemon FHIZRFYNIEFTE]
MNAITRE

o HEHABEAREFSITENEA (— 113

FTENVLEIR 4R Z 1 A2 PRAE

)

Spooling

18



TRRHE

IR Mutual Exclusion 251

s RIETEMNFR - BRBFFHMME DA

sem t forks[5];
sem;t can_eat = K;

volid philosophers (1) {

while (1) {
think () ;
P(can_eat) ;
P(fork[left]);
P(fork[right]) ;
eat () ;
V(fork[left]) ;
V(fork[right]) ;
V(can eat);

} At most K philosopher can eat

} simultaneously (bounded resources)



TRRHE

IEIA Hold and Wait 5514
o ERFIBLIE—XNUREMEZEENRE (eg, EARE—REEER
FRE RS, EA248ithAIREY)
o BE, HR&ERTEEZ VPR EFEFENSATER

o ENRIBRIRBERRT FENRZFRERMHEFFR

lock (mutex) ;
lock (L1) ;

lock (L2);
unlock (mutex) ;

20



TR L
I A No Preemption %14
o RFEAREEBER—DAEEIUENDEHEIRITIE HiZER

o ANEEMEIREFAMEHIIE G/ (— iz AEIE R B2 1=
SEIEFANAFRZR, BANRFZIRESFTEIVLE0I? )

o BMERIBLULZIZEMFIFENZIR, BRZFEEM (live
lock) BY|a)=R (A BREE FRRNE R AIERURIF)

retry:
lock (L1) ;
if (try lock(L2) != 0) {

// should carefully release resources
unlock (L1) ;
goto retry;

J

21



TRRHE

KA Circular Wait 5514

o SRHIIRIRITERIIN K EBIS IR

Thread 1 Thread 2 Holds
el | L OCK L1
lock (L1); lock (L1) ;
lock (L2) ; lock (L2) ;
2 =
© >
= g
T o
< <
Lock L2 <+
Holds

22



TRRHE

KA Circular Wait 5514

o EHIIEBITERINFRFIBFRIR - BREFHME(D)D

sem t forks[5];

vold philosophers (1) {
while (1) {
think () ;

P(fork[right]) ;
P(fork[left]) ;

P(fork[left]) ;

P(fork[right]) ;
eat () ;
V(fork[left]) ;
V(fork[right]) ;

J
} Acquire the locks in a specific order

23



TRRHE

KA Circular Wait =14

o EHIIRERIFERIINFREIEEIR - £ Kernel FFEI ZN

Linux Kernel: mm/rmap.c




TRRHE

IR Circular Wait 551%

sl IR BBITERINFREBIERIE — £ Kernel RSEI 2N

¢ J:R ki, BREFAESENR

%%maﬁﬁm

Preventing Deadlock

Textbooks will tell you that if you always lock in the same order, you will never get this kind of
deadlock. Practice will tell you that this approach doesn’t scale: when | create a new lock, | don’t
understand enough of the kernel to figure out where in the 5000 lock hierarchy it will fit.

The best locks are encapsulated: they never get exposed in headers, and are never held around calls
to non-trivial functions outside the same file. You can read through this code and see that it will
never deadlock, because it never tries to grab another lock while it has that one. People using your
code don’t even need to know you are using a lock.

https://www.kernel.org/doc/html/v4.16/kernel-hacking/locking.html

25



&t 5B FE 0
/L;\E,J /}? \@E;Elﬂi%/?\z} l&)\%fﬁl’lklu\

s RIRRFFE—EHNENFRAR, BRINRIEETEENEMEIR
#a /\EEZ?J:BE

s BTEIEEITUREFRZISIE KL

o EBRFIRIEKE, ZEFIMHAITIZERDEEESESHNATM
T E (safe) INSTNIELE (unsafe) JA

o MIRZHAANARZEINE, NIEIEEXFIRIYD

o MIRBTEHIERZEIRT TAFNIERARLIR, NhzmiEa®lE
AT ZE R H =|=73$Z, L BRIMMERIR
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i
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I SR L

Instructions
ofthread B ,

g ’8 Y LIl o g lllllllllllllllllllllllllllllglIlllllllllllllllllllllll? ----------------------- ;} ------------
£
8 I7 —--------------------------u-?----u----------------------?------------------------? ----------------------- ? ............
L Q : : : :
(v ® : : : :
<
g I6 I s
3
<
I5 e teeeetencestnnnersneesenen honnsssnnqmeansssnnsssanssssdbossnssennssennnsesnnsssntbsenansananssonnnnennnns Heeeeenaasans

Can we give resource B to thread B
at this time point?

I4 I2 I3 I4
M, Instructions
Resource B of thread A

G

Resource trajectories of two threads and two resources
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Banker’s Algorithm

BEFELNEIRDERBRARR D EUT L E (safe) AT

s ZENREFREDITHRDERY, METSRERAFMESE
#EEMITEE R (BN A iz 8l sER S A FN S KT R LIR)

o Ak, ERABITIEFFEEIRUN MER:
 Existing Resource E: RLiAREXRFIRINEE
e Maximum Claim M: ZAEHFB T EHIENBEFZ RN LEREX

e Available Resource A: R HBIFE IR FHEX

-

e Current Allocation C: AP HBIS T EFEIFEEZES IR
* Request R: REIPIFIB I EIEXNB I EIRINBEKIE




Banker’s Algorithm

Existing Resource (E) Available Resource (A)

Current Allocation (C) Maximum Claim (M)

Is this current state safe?

The maximum claim of
T2 can be satisfied
(need 2 more resources)

29



Banker’s Algorithm

Existing Resource (E) Available Resource (A)

10 -y )
“
.
.
.
N
.
.
.
o*
.

Current Allocation (C') Maximum Claim (M)

The maximum claim of
T3 can be satisfied
(need 5 more resources)

30



Banker’s Algorithm

Existing Resource (E) Available Resource (A)

I 0 " ;

*
*
.
.
.
*
*
*
*
‘0
*

Current Allocation (C)" Maximum Claim (M)

The maximum claim of
Tl can be satisfied
(need 6 more resources)

31



Banker’s Algorithm

Existing Resource (E) Available Resource (A)

0 “_‘--l“' O

Safe state

32



Banker’s Algorithm

Existing Resource (E) Available Resource (A)
Current Allocation (C) Request (R)

N DD W

1
0
0

Can we grant this request?

Maximum Claim (M)

N A~ O

33



Banker’s Algorithm

Existing Resource (E) Available Resource (A)

0

Current Allocatigh (C)

N DD

Suppose we grant it

Are we still in a safe state?

Maximum Claim (M)

N~ b~ O

34



Banker’s Algorithm

Existing Resource (E)

0

Current Allocation (| €)

4

2

Available Resource (A)

Maximum Claim (M)

(o)

I

N

35



Banker’s Algorithm

Existing Resource (E) Available Resource (A)

Current Allocation (C) Maximum Claim (M)

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
*
>

*
IS *
llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Both Unsatisfied
Unsafe state

But not deadlock at this time point
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Banker’s Algorithm
SREBIBRIULRRLFRR (safe) RISOBRIEH, BI%E
BE T AEEFR ARSI N (useless in practice)

o« RATHEBEMR. URARMEERNMEH BRIETE
o BNEIEFERIAENZRFIRINEKRLR

o AFEZBFEMHFINIT (without synchronization)




Quiz

FRIRERGTR

(] 4

PRBIRARZIRE. PARAIFE
o JHIRFIESLTEZENRE?

o {ERIZULAY T3 [O] R4EEF

5 A 1 B fFPR

521 B&A

SR, SBINEDH
mﬁz&?ﬂ?%ﬁﬁﬂ'\

R, LR

\

PR IREN

o —

TiE

iﬁﬂxzx_ﬁl%*?

Current Allocation Maximum Claim Available Resource

A B A B A B
Ta 0 3 4 6 2 o
T> 2 0 4 1
Ts 1 0 4 8
Ta I 1 12 5
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FeaitF YRS

* IR

X F T iET R I (infeasible or too expensive) DA R FEEIAN SN ZL
Il:_II)uE’jii]R, % *q]/u\ftngEﬁltFﬁEfﬁtﬁ)u ‘ ’f:l:,\L_II)L.H__I- 'f__r V_E

TR D EEE (resource allocation graph) &4 5E i

Wa'tfb/ Th read JA\ N

Resource X

Resource Y

\“/

hold

wait for

Deadlock: a circle in the graph
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\Y U4 A\

FesitMAI RS

o JEEIFNB]FAEIRN "Flh IR D EEEF 2 S FE" BY[0) &R

2 — e For example, depth-first search
%\) ? Start from node R

e [={R, A, S} |[dead end]

@—> S <—@—> T —>ﬁ> e [ ={R, A}[go back]

é T o L={R}[terminate]
U v Start from node A
T e L={A,S]
W < -
Start from node B

« L=(B,T,E,V,G, U, D}

e« L={B,T,E,V,G, U,D, S}

e L={B, T,E, V,G, U, D} g0 back]
e L={B,T,E V,G, U, D, T} [circle]
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FeaitF YRS

o MIRARAFHE—XFZRFES TN, NERDE

RIFENM

22
zZ

(X ZFEBIRNE A (LRI rT U@ “fHiE” 23R 70 B

FEEN)
wait for Thread A
ﬁ hold
hoId

Sl lib

Resource X Vireze 5

Resource Y

Kﬁ

hold wait for
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FeaitF YRS

. MBRATHE—LBEEES L6, B ERE
(NEFEHUDER A (AT BT i BEDRE

FEEN)

Resource X

RIFENM

Thread A
% N

Sl lib

Resource Y

0
F wait for
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FeaitF YRS

Existing Resources

Available Resources

Hold Matrix (Current Allocation) Wait For Matrix (Current Request)

‘Q
*
*
*
&
&
*
L4
&
L4
4
O

.

L]
L]
L]

N

Thread A Thread A
Thread B 1 0 : Thread B 0 0 p
Thread C 1 0 Thread C 0 1

BRFEHIMNIE I E R FiAY Current Request BES #/ AE
IB1THREEFBIE Maximum Claim - Current Allocation (request

of the worst case) BED ) B
43
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Fesit VRS

SRR ARNARSGEE SIS, BERMIEEBUIRESFMREHFAET S
o BT HEIFEIL G (Resource Preemption) BT ?

o NEBMEIRERPI A EHIIE S1Y
o BIIELRFMEI (Rollback and Retry) B T?

o TFHABIEE = (Checkpoint) SEICx% ARG S BIAVIAL:, TEFEHI
FFERNIER G EHIRENZIAGS

. EMRAKSHOERE, ERMERENES. HFENAEE
&1 (live lock) BY[o]) @R




Fesit VRS

SATTUN AR S TED, BRMEIIRSHTMEHFIETS
o BIHEIFERDZIZ (Kill Threads) B9 z(?
¢ WARIFMNERERBENERFENER
o ZIFMT%TE?
o LIENILITR
o ZIREZLMITT KNG, UEEESKATEGENITER
o XIS EZVER. MRAFEZEBKRZDER
o BIEZAEERRTEEHMEIIER




S

1IN

» BFFME(DJ (Dining Philosophers Problem) 7
o JEBIRVINERE o
o NXIFEERIFIE

o WHILEN (Preventing Deadlocks)

o FFHFEEN (Avoiding Deadlocks)
o R1TE A (Banker’s Algorithm)
o FEHIFLMAVAE (Detecting and Recovering from Deadlocks)
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