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<4FRY”

EAMEZZI (Moore’s Law) EZ1T AT

Hennessy/Patterson
42 Years of Processor Data g imaie e
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Hennessy and Patterson, Turing Lecture 2018, overlaid over “42 Years of Processors Data”
https://www.karlrupp.net/2018/02/42-years-of-microprocessor-trend-data/; “First Wave” added by Les Wilson, Frank Schirrmeister
Original data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten

New plot and data collected for 2010-2017 by K. Rupp
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e
o 1#%2 (Process) F1Zk#E (Thread)

Speedup

LERS, —MTEESHINEWRZRTES P IIES

(Amdahl’s Law)

——
//
-

]
-
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BAXH AEZERLIE Multitasking A @@

Human multitasking S 18 languages

Article Talk Read Edit View history Tools v

From Wikipedia, the free encyclopedia

For other uses, see Multitasking (disambiguation).

Human multitasking is the concept that one can split their attention on
more than one task or activity at the same time, such as speaking on the
phone while driving a car.

Multitasking can result in time wasted due to human context switching
(e.g., determining which step is next in the task just switched to) and
becoming prone to errors due to insufficient attention. Some people may
be proficient at the tasks in question and also be able to rapidly shift
attention between the tasks, and therefore perform the tasks well;
however, self-perception of being good at multitasking or getting more done while multitasking is frequently

Laptop and mobile phone

inaccurate.[112]

Multitasking is mentally and physically stressful for everyone, ! to the point that multitasking is used in
laboratory experiments to study stressful environments.!*! Research suggests that people who are
multitasking in a learning environment are worse at learning new information compared to those who do not
have their attention divided among different tasks.>![6l[7]
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o0 MR (B2 7M1 2R12) PIRERYSAILE

NS
OH
\lm

R ETA?

void* T1 (void *arg) {
while (1) { printf (”A\n”); }
}

void* T2 (void *arg) {
while (1) { printf (”B\n”); }
}

int main() |
pthread t tl1, t2;
pthread create(&tl, NULL, T1, NULL)
pthread create(&t2, NULL, TZ, NULL)

pthread join(tl, NULL)
pthread join(t2, NULL)
return O;

°
4

°
4
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BB RIR Z S EREFNAITERS 2L EREFERMUIITH (BliZ
EMER A NEHRT)
o EEZ CPU L, PEI%ERIEIZAE (interleaved) TE—HEHAT
o {EAIBTZIEEB AIBEF™4 Context Switch
o REZRNITAENHERN
o BMFRESRII TEM HE” WEZE, BERERLKS (eg,

unexpected interrupts, different CPU frequencies, cache hit rate, ...)
o WTZ% CPU, ZITEIEINESIRAMEAITRITRY
o LERT, BEMERAMIBSER/IVOMZETE, EXE=ERZ 0/
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Atomicity

[FF1E (Atomicity): — TMRIFEARDBEIZBNIT. BAKRBIHANIT
5o, AELTAEAFEPRZE (Al or nothing)

o SZTHIEHAN—THREZREHITREN, RFERFE—T
PHERYIE

o RZAGREVRTHRIENEERNITINF
» UN5R Context Switch KENATS, ML 2 SMIER
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| Atomicity

MR ZN%IZEBINHIT pay (100) ?

unsigned long balance = 100;

vold pay(int amount) {
1f (balance >= amount) {
balance -= amount;

}
}

Thread | TE1TSE if (B E#T balance BY
=4 context switch T)¥2Z Thread 2 #1917 ...




ZiEdmiz: MAIEIG
¢ Atomicity
RSB EIRERNNERE

#define NUM 1000000
int count = 0;

\

A 37

il
@
O
-
)
(_I_
[
RN
|
WVinl|

void* func(void *arg) {
for (int 1 = 0; 1 < NUM; 1++) {

count++;
} \ MERIEFIESEE, RB—1TUE;

return NULL; o N o N
} B[R L, B=51E8X (FREIZEIERIERE

RER R EE—ENT)

mov Scount, %eax
add 1, %eax

mov %eax, Scount
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<

all

| Atomicity
BB =2 N4EFOE LHEIRE “H/oTER Y
RENTEHZRZEEINNERT= count HITEF?
Thread 1 Thread 2
mov Scount, %eax
add 1, %eax
mov %eax, Scount
mov Scount, %eax
add 1, %eax
mov %eax, Scount
Thread 1 Thread 2
mov Scount, %eax
add 1, %eax
mov Scount, %eax
add 1, %eax
mov %eax, Scount
mov %eax, Scount

Thread 1 ] Thread 2
%MJ\%UTMT—?T\ count++

LB count += 2

LAY count += 1

10



Z5EmE: MAIIZIERF
Atomicity
MRZN LR EHE

#define NUM 1000000
int count = 0;

\

H{TER?

il
0
O
c
>
=
r—l

void* func(void *arg) {
for (int 1 = 0; 1 < NUM; 1++) {

asm volatile("incg s0" : "+m" (count));

}

return NULL; }EI, count++ Wx‘}ﬂz—%}ﬁ/&\ﬁ}m_

J

i

11
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Sequential Order

5% (In-order): 2R iRIBIET)HRE INF AT
o REATIEN, IELEEKRINEHNITHAERER

s RIFRTBIREREIKIESIEFATER

25 1E MEEIR

o XEMLHEE

S [0)&R (safe), {BEZZRTZE MR

12
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t.J Sequential Order

MNRER -01 Tl -02 EZIERBIFNIT FIIAIE?

#define NUM 1000000
int count = 0;

void* func(void *arg) {
for (int i = 0; 1 < NUM; 1i++) {
count++;

}
return NULL;

J

~016d 1000000
count WBLMEIA, s=HBEXHEINESE

~02 &d 2000000 FBIEEFRLEREXT, {E2EMNG?
BIEMMN count += 1000000

13



Stz M ZIRF

Sequential Order

MERANVEILETE 11 FHATR 12 (TH—FMEHRES)?

int flag = 0;
int x = 0;

while (flag == 0)

printf ("sd\n", x); // us;\;\\\\\\\\

void *T1 (void* arg) {
<t

return NULL; £ -02 FERMIH
} 1f (flag == )
x = 10;

// prepare X
flag = 1;

return NULL;
}

14



ZextzEdmiz: M 1ZIF *

Consistency *

AF—IHEEE (Memory Consistency Model) B X T a4 BZENT -
H S RNFIREEEERERINF (how multiple threads see the world)

o NIRRT EITIETEFAIT (AEERN 1 IMICIEEE)

o #lEN, NFSINIEMNISFIFIESR (e.g., cache miss), IEEZIP]LAIEFE
HEREEMIEINIT, MMERIHFRIFRINIE

¢ XMELFSSHZ T EREEA—BIEEIRF
» NF—HHREMZE —MIEFFERGF ZBRIZITE

15



ZextzEdmiz: M 1ZIF *

Consistency *

A2 T1 M T2 BITERRE r1 M r2 WEDHIFEEZD?

volatile 1int x = 0, yv = 0;
volatile int rl, r2;

void* TI1 (void *arg) {
X = 1; // store (x)
rl =vy; // load(y)

void* T2 (void *arg) {
y = 1; // store (y)
r2 = x; // load(x)
}

16



ZextzEdmiz: M 1ZIF *

t.J Consistency *

%tz 71 Ml T2 BITER,

x =1
rl =y
y =1
r2 = x
v
(rl, r2) = (0, 1)

= rl ¥ r2 BNED AP EGER Z /D7

y =1 x =1
r2 = x y =1
x =1 rl =y
rl =y r2 = x
v v
(rl, r2) = (1, 0) (rl, r2) = (1, 1)

17



BTSRRI M TRIRE *
¢ Consistency *

Sequential Consistency (an intuitive model of parallelism)

* The result of any execution is the same as if the operations of all the
processors were executed in some sequential order, and the operations
of each individual processor appear in this sequence in the order
specified by its program (everything must happen in order)

Thread 1 Thread 2 Thread 3 Thread 4 Thread 5

BEEEEUEET IS
w| IR w| IR wW| IR w| IR w| IR

Shared Memory

Every time a processor needs to read from or write to memory,
that request goes to the shared memory

https://research.swtch.com/hwmm o



https://research.swtch.com/hwmm

ZextzEdmiz: M 1ZIF *

&3 Consistency *

Total Store Order (x86)

e A popular memory model that allows store buffering

Thread 1 Thread 2 Thread 3 Thread 4 Thread 5
AA AA AA AA AA
Wl:: Wl:: Wl:: Wl:: Wl::
_:ER R IR R R
wl wl wl wl wl
| | | | |
Shared Memory

Each processor queues writes to that memory in a local write queue

https://research.swtch.com/hwmm



https://research.swtch.com/hwmm

ZextzEdmiz: M 1ZIF *

&3 Consistency *

SR T1 M T2 BITERGE r1 M r2 WEDBIFEEZ /M

I
b6

r2 “':
' Both threads could queue their writes and then read

x =1
from memory before either write makes it to memory.
rl =y
"
\/
(rl, r2) = (0, 0)

20
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S RIEFREEN, mMERRMERINEARRIH K Bugs

(the failure might be improbable to trigger, but possible)

o ZEEHEIBEURZSAENHANRESNIT

HPp R B0 REATINF=REA Bugs (F2FRYIFIRE E1TH)
o EIFRBIAERERAIT FEFEANRINEGR
o BMEEITRARALEIBBANKARIEFM—EZXIRY

« MFETEmIFERS. ULKEREHIRZAT, TS EIER
FREFIESSRIITA

21



2 HRYFH & Bugs

Therac-25 J18YZ& 877 1X (1980s)

» HTRAID

race condition, SWZE /D733

FBERIWET SR TMIE T

B

e Therac-25 Z BB, EY BT —
PRSI R LIS R, B

(RpVl

ReRig—

g

Therac-25 F
EFMLIE

BRI HAT

https://en.wikipedia.org/wiki/Therac-25

22


https://en.wikipedia.org/wiki/Therac-25

‘2 HIRH & Bugs

JLE AT (2023)

e 2% 5500 A AZEIEMW, 2257
g {hit 250~300 {Z=7T

o IMIRZZBFIH)— race conditon
TR SN EIRARGTFRKIN
o ZZEARIZH 1990 EFFIEITTT,

54 E1TH81T 300 5/ \BYHR
MR EIET] bug

https://en.wikipedia.org/wiki/Northeast blackout of 2003

23


https://en.wikipedia.org/wiki/Northeast_blackout_of_2003

B RrHl[ED

BARESERNGIREF RS ZEENITHEMIETE 4 (determinism)
o MMAZSTEEZELOAREM—F (EMISENIESHITES)
o —FMpENEZMAI

o HIFMHRHE—LENENFEFEER

o TEULEAM L, #JFE—LE synchronization primitives

Properly synchronized application

High-level synchronization
primitives

Hardware-provided low-level
atomic operations

24



B RrHl[ED

AT LABRNBZERERGREEFZ I X EM ?
s ANMERNARAIMEAEX—F

s RIFRFAMZE—TEERNHARER

o AXRIRZWEIRIRZM (B0 PID, #HIZFIER. T1R. XH&F

RALGWTE) A FEIRERF

o FRIRFARBIRZIRERE -

FIRERGIRNRIT K M EHN

iN)PYSES

25



Locks



Critical Section

1§1

] 1iih 57

\

X (Critical Section) JZlE15 0] HZ 5

r

Process

{

Non Critical Section

Entry Section

Exit Section

Critical Section :

Non Critical Section

SR —EZ S

27



Critical Section

B (Mutual Exclusion): lIBE—MERREIRR R AT, WEALEE
e BEL HEKESRX (B (I 52 X ch B AR I S 75 SRR L)

A enters critical region

/ A leaves critical region

Process A | |
I I I I
I I I I
| , DBattemptsto B enters | B leaves
| | enter critical | critical region | critical region
region / /
I I I I
| |/
Process B I Iooo\o ooooooooooooooooooooooooooooo oJoo
| | v | |
! ! B blocked : I
T T T T

28



Locks

— i (lock) 22— TE, HigHE 7 9HBIAPIRZ (available &
acquired)

2 lock ()

o NRIXBEEEZIFE XTI (lock is available), MFAITIZIRIE
NZEIZIREH, HFHEAIEFREX

o MNRHEEHEIFBAX T (lock is acquired), NAAAZIR[E

2 unlock ()
o HEFBBIRIEIZITIZIRIERT, I available JATS

o MR BFIEESENSGE, WEPR—TZRANZ LR PURS
RIZ1E, MRS EANIRSTRX




Locks

« {83

BrolZE, EFAMEIIER T GRENHARIEFR:

IR EMD, BRZERERITHRFIE

R EUAT 38 EMEm et

#define NUM 1000000
int count = 0;

volid* func(void *arg) {
for (int 1 = 0; 1 < NUM; i++) {
count++;

}
return NULL;

}

EMRE pnei? (ERJL? Al AR AAMERA 17

= NHYFE )

30



How to build a lock

SR X FEHENFL
o BFRXARZRER—T%IENIT (Mutual Exclusion)

o WMR—TEIEEIEFXI, NhzZEEAEERIEEESEHA
[&5R X (Progress / Liveness)

e MR—TEEFEAEFFHANGRX, NMhzEizal—TH8
Hl=# A (Bounded Waiting / Fairness)

o LESM, FEANIRFXFERL T XXM T RIENTZERF B 1TiE A RIEI
tHMN KRB EE/N (Performance)




How to build a lock
Disabling Interrupts

=t @ : EHE IR R X RO RS & < HR
o IR XARENHITAISEITRR
o N, HEREMASEREELIZTIAG

volid lock () {
DisablelInterrupts () ;

J

vold unlock () {
EnableInterrupts () ;

J



How to build a lock
Disabling Interrupts

2 W EHN G R X AIER X A i
o MRAITFHPEFRRITRFHIIES ?
o XHMTE—THFINIEL (privileged instruction)
o BERIERZAXKTR, FERXFEIE—TF WNAERIE
o WRIEHFXICIIIEIEIS RIFERFTIEEFTRSIEHIAN) 2
o FTRHAINEERESSEIMINEZSHEHEKR?
o NRAGMEZLIERARS?
o FfEETLEZANERS (B TLEEE AT Fas2H)

33



How to build a lock
Just Use Loads & Stores

= ) ER— flag TERICK S RIBIRVIAE
(fi21% load #01 store R1E 2R THY)

// 0 —=> lock is available, 1 -> held

flag = 0

vold lock () {
while(flag == 1) // TEST the flag

4

flag = 1; // now SET it
}

vold unlock () {
flag = 0;
}

What could possibly go wrong!?
(pretend you are a malicious scheduler)

34



How to build a lock
Just Use Loads & Stores

= ) ER— flag TERICK S RIBIRVIAE
(fi21% load #01 store R1E 2R THY)

// initially, flag = 0

// critical section // critical section

i Thread 1 Thread 2

i // lock () // lock ()

§ while (flag == 1);

; while (flag == 1);
5 flag = 1;

i flag = 1;

v

35



How to build a lock
Just Use Loads & Stores

= @ (ER— flag BEFRICR HRIPEVRS
(fi21% load #01 store R1E 2R THY)

o FEMNTELIERNE f1ag BN 1 VISR, BRI EAIGT
(MmRRERFK)

o K#HEOJIETI flag MY A EREFRE
o TEST.E— NIRRT ANRS, EFNMEEESZTR{TAME
o SET:IIASEFT, BEAMIEBERASISXEIBHN

1X]




How to build a lock
Just Use Loads & Stores

Zﬁi_‘liit :1§1 .

— N flag TE=FRmcHelEhEHF NG

// assume two threads: 0 and 1
flag = 0;

volid lock () {
// wait for my turn
while(flag == 1 - self)
}
vold unlock () {

// I am done, your turn
flag = 1 - self;
}

I><I

37



How to build a lock
Just Use Loads & Stores

28 & ER— flag TERMICHBIRINEFANIEREX
o —MIEId IBEREE (strict alternation) RSEIN B BV A A

o BE, —THRIEZEENTEHFAGAXEARTS—TEHIEEEHAL
55X (A7 & Progress %)

- TO enters its critical section and exits; sets turn = 1;
then executes a long time non-critical procedure

- T1 enters its critical section and exits; sets turn = O0;
then tries to enter its critical section again

- Now, TO is in its non-critical section,and T1 is waiting for
turn to become 0

38



Peterson’s Algorithm

£ 1960s A1Z1 T RZBAG AR E K, {BEZTEHY
o HZl Dijkstra BN — T2 K Bi/K Dekker 151 7 2 — 1 1IEHINE)

e Peterson 1£ 1989 FEX1ZE A HIT 1 BUHHE L (455 flag variable
A strict alternation FRFH EA8)

The original solution due to Dekker is discussed at
length by Dijkstra in [1]. Of the many reformulations
given since, perhaps the best appears in [3]. (Unfortu-
nately the authors believe their correct solution is
incorrect.) The solutions of Doran and Thomas ate -
slight improvements which eliminate the ‘loop inside
a loop’ structure of the previously published solutions.
The solution presented here has an extremely simple
structure and, as shown later, is easy to prove correct.

Gary L. Peterson. Myths about the mutual exclusion problem. Information Processing Letters, 1981

39


https://zoo.cs.yale.edu/classes/cs323/doc/Peterson.pdf

Peterson’s Algorithm

// indicate the intend to hold the lock
bool flagl[Z2] = {false, false};
// whose turn is 1t (thread 0 or 1)

int turn;

volid lock () {
flag[self] = true; // I would like to enter
turn = 1 - self; // but make it other’s turn
while ((flag[l-self] == true) && (turn == - self))
}
vold unlock () {

// undo the intent
flag[self] = false;

40



Peterson’s Algorithm

Thread 0 Thread 1
while (1) { while (1) {
flag[0] = true; flagl[l] = true;
turn = 1; turn = 0;
while(flag[l] && turn == 1) while(flag[0] && turn == 0)
// critical section // critical section
flag[0] = false; flag[l] = false;
// reminder section // reminder section

BN S 7 e IS EgN

i X, NhzEA1LESH

\»



Peterson’s Algorithm

V4 37 B Mutual Exclusion

T1WERS while SFHE True 70 —mRAMZRTSHN  FE—RE, BigX

 T0:while() II’*EE'M( IBEH while TIRESRET (T0 A
Tl:while() i FIFRER AT AE) T1 #HENT IR5RX)
turn=0 o
flag[0]=true i ™ TO:while () TO:critical

i flag[l]l=true : “a| Tl:critical Tl:critical

etriessmsesessssneesessenneneensnnnd 5 turn=0 —» | turn=0

groseenas s ; ?’ flag[o]:true flag[o]:true

! TO:turn = 1 ! yf flag[l]l=true flagll]=true
Tl:critical E y’
turn=? FAR AT

flag[O]=true :
flag[l]=true E

=4 turn BNEIZEN 1

X TARES

42



Peterson’s Algorithm

# /& Mutual Exclusion
# /& Progress
o YR T0 AEIRFX, M—FH £lagl0] = false
o AT T1 —FREHREANIGFRKX
)# /£ Bounded Waiting

e YNER TO EE%%%&)\HE%Z, Ul flag[l] = true H turn=1
o IEAIIANR T1 BEHXFAIRARX, WE—ESIZE turn =0
o LAY, TO BHEANIRFEX




Peterson’s Algorithm

- TIEBA— M2 RS MRS E R RE B 5 s

HEJM A -

o UWIRXJ Peterson EIEMHIFEN, HIERES]
o XM flag M turn MIEIEIRE ?
o IR while IBAMTFMENINT ?

o OJDAEBIREIFEE (Model Checking) 3L B &t kAR
o (BEEZRMCMERIAGE BELER 0]

>




Peterson’s Algorithm

B LA Peterson BHiA "HE10 £" E1ERRY, {BEHEBEEHZRMN EHA
REPRIESCI B

* Load # Store IR{EA—E R THY (e.g., write a 64-bit integer on 32-
bit CPU requires two store instructions)

e CPU I ERELFHITEIEAIANF—E|4E[0)RR (store-load in total store
order of x86)

o AJLMERMATFEIE (memory barrier) & BRIEHITRIINE
o ItEFM, Peterson BIEHIRIGIRZAS R 235121
o AT REIN %32, (BEERAZIE N i9E

w

ac
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Build Working Locks

ASHIC: REILE TEST & SET E— 1N EFIEREFMEI AT

// 0 —=> lock is available, 1 -> held
flag = 0
vold lock () {
while (flag == 1) // TEST the flag
flag = 1; // now SET it
}
vold unlock () {

flag = 0;
}

46



Build Working Locks

Atomic Exchange (xchg)

IR[E] ptr FEEAIME (test the old value), EIRYEFMEMIGSZBEEFHN
new XMW HAY{E (set the memory location to a new value)

int xchg(int *ptr, 1nt new) {
int old = *ptr; // fetch old value at ptr
*Dtr = new; // store new into ptr
return old;

47



Build Working Locks

Atomic Exchange (xchg)

typedef struct  lock t {
int flag;
} lock t;

void 1nit(lock t *lock) {

//

0 => availlable,

lock->flag = 0;

J

1 —-> held

void lock (lock t *lock) {

while

}

°
’

(xchg (&lock->flag, 1)

volid unlock(lock t *lock)
lock->flag = 0;

}

)

48



Build Working Locks

Compare-and-Swap (cmpxchq)

M ptr IBREINERSEEFT expected
e WRHEZFE, [ new WEFEITEFN
o WIRAHEZF, MHUEJERIE

int cmpxchg(int *ptr, 1nt expected, int new) {
int old = *ptr;
1f (old == expected)
*ptr = new;
return old;

J

49



Build Working Locks

Compare-and-Swap (cmpxchq)

typedef struct  lock t {
int flag;
} lock t;

vold 1nit (lock t *lock) {
// 0 -> available, 1 -> held
lock->flag = 0;

}

void lock(lock t *lock) {
while (cmpxchg(&lock->flag, 0, 1) == 1)

°
4

J

void unlock(lock t *lock)
lock->flag = 0;
J



Spin Lock

- RS

F Test-And-Set [RF 15 STHUM S thAFRA

o FHIEIRENAZFNPINAEIE—T while BHRRTEE
B EIHAPIASEIRZ A available A 1E

S e (Spin Lock)

)

51



Spin Lock

Rl NV

— T REEANIRFR XA

}

<IH

NI

SENlNESEET N E R

215 (Fairness) @04a] ?

REBEFNIm5R XS 7

LIS e

FRIF ?
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Spin Lock

— M BieF % Er s =Kt BlE M (starvation)

lock ()
lock() unlock() lock() unlock()

— spin — spin

lock()

53



Ticket Lock

Fetch-and-Add (xadd)
[RFIEMIE 00 ptr 18 MAYE (BIRIRENZHEIFRY|BIE)

int xadd(int *ptr) {
int old = *ptr;
*ptr = old + 1;
return old;

J



Ticket Lock

Fetch-and-Add (xadd)

typedef struct  lock t {
int ticket;
int turn;

} lock t;

void 1init (lock t *lock) {
lock—->ticket = 0;
lock—->turn = 0;

} ZIEF/RMEERFANGFREXME
— 'S (ticket), HF1F"I="

void lock(lock t *lock) {
int my turn = xadd(&lock->ticket);
while (lock->turn '= my turn)

°
4

void unlock(lock t *lock) {
lock->turn = lock->turn + 1;

55



Ticket Lock

Fetch-and-Add (xadd)

init ticket = 0, turn = 0

get ticket O, get ticket 2,

turn = 1

spin until turn == 0 spin until turn ==
lock () unlock() lock()
l Spln
———8p1n——— B get the lock

lock()

get ticket 1,
spin until turn ==

56



Spin Lock

3 FEtnaYE BE (Performance) @04a] ?
o [RTHANIFAEINGRRIN, EEXRIZHETEH

o WFLER/INIEFRX, Bie—=/L2—EENEREF
(BEEEZ TBIEESEIEEE T F)

o WFERAMIEAX (BT EEE), BRANITERZIRER

o BERERRZE, ﬁﬂ%%ﬁﬂ?—:/ﬁfﬁE@éﬁ%ﬁ?}ifﬂ?ﬁetjﬁT (SHRAITRY
A2 1 EEIT A EEE 2T )

o« HEMMBZENNBREAARXBIR, MHRNE—TFEFEASA
A IR (100% B SRR 2])




Locks for User Apps

JustYield

HLFETRIREBINY, FIF vield RGEAERDILE CPU (LIRS
Running 2 ;) Ready)

void lock () {
while (xchg(&flag, 1) == 1)
yield() ;
}

vold unlock () {
flag = 0;
}



Locks for User Apps

JustYield

S EIRIREDINY, M vield RGIERE

Running 2 ;) Ready)

sfit CPU (L F2IRTE

o HEEMNRILE CPU, Ziz4bT Ready A PIFERT#E/X1E
'FE'5|§7(EEI’J context

o TEIRISHLZHI, &EE’J ‘scheduled — yield” =
switch 748 (1=728 100 MESRENEIRY 22 F2 8

o EINBEFEEAYE (Fairness) AY|o)ER

Bt RR A3

e
=

15X

)
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Locks for User Apps

Sleep and Wakeup

éiﬁa—u_?ﬁﬁ’?ﬁ%’%ﬂj‘ B1d sleep IFHEE T Blocked A, FHEHI

AT IBE wakeup MREEIEFEFISHI—14FE (block when waiting)

\|«

void lock(lock t *lock) {
// 1f cannot acquire the lock -> blocked

while (xchg (&lock->flag, 1) == 1) {
sleep (lock->queue) ;
}
}

void unlock(lock t *lock)
// if there are threads waiting -> ready
lock->flag = 0;
1f(!1s empty(lock->queue))
wakeup (lock->queue) ;

What could possibly go wrong!?
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Locks for User Apps

Sleep and Wakeup

Thread 0

// assume flag = 1
// lock()

while (xchg(&lock->flag, 1) == 1)

sleep (lock->queue) ;

Lost wakeup

Thread 1

// unlock ()

flag = 0;

1f(!1s empty (lock->queue))
wakeup (lock->queue) ;

61



Locks for User Apps

Sleep and Wakeup

Thread O Thread 1

// assume flag = 1
// lock()
while ()

sleep () // unlock ()
flag = 0;

1f(!1is empty())
wakeup () ;

Wrong thread gets the lock

Thread 2

// lock ()
while ()

// critical section
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volid lock(lock t *m) {

while (xchg(&m->guard, 1) == 1)
; // acquire guard lock

1f (m—->flag == 0)
m->flag = 1; // lock is acquired
m->guard = 0;

else
queue add (m->q, gettid());
setpark(); // are going to sleep
m->guard = 0;
park () ; // sleep

void unlock(lock t *m) {
while (xchg(&m->guard, 1) == 1)
; // acquire guard lock
1f (queue empty (m->q))

m->flag = 0; // no one wants the lock

else

unpark (queue remove (m->q)); // wakeup

m—>guard = 0;
}

typedef struct {
int flag = 0;
int guard = 0;
queue *q;

} lock t

Example of Solaris (see textbook for more details)
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Locks for User Apps

Linux RZTHIRE futex (fast user space mutex) ARG

futex wait (1nt *address, 1nt expected)

o EFHMFIET address Mtk FRYBER ST expected 1B, H
EEENTEERARIZIREINZTE

. MBFHEZ, NEIHEE

futex wake (1nt *address)

o [AEE— P IEPHZEETE address EZTE
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Spin or Block

175+% Spin 112 Block SLHIEAR

e Spin LI
o INGRSBINBERFANIGR
o BEXMNNSIESR CPU BJIB]JBE (high cost on failed)

e Block 3£I)]

o« R T FTIEIRS TR B e

A

. (8%

(certain cost even on success)

IXE

RS XY . PARITHIRYE,

X (low cost on success)

5 (reduce cost on failed)

EFIREBCEAET (BDES AT S0 BB

1%
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Two-Phase Locking

Combine the best of spin and block

255 Spin F Block FIU R SEH —F A [ EZHIEN (a hybrid approach)
o INSCARERIRIEREMALIC)RRIN—FFE DL B B

ERBTFHSI A2, PR

MERAEZTEIREH, NWEEED
e pthread mutex lock()#l pthread mutex unlock ()
RET 7507 BRI

5
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volid unlock (mutex lock t* 1k) {

#define UNLOCK 0 // state can only be ONE HOLD or WAITERS
#define ONE HOLD 1 if (atomic dec(lk) != ONE HOLD) {
#define WAITERS 2 // has more than one wailters

1k = UNLOCK;
futex wake (1k);
}

volid lock (mutex lock t* 1k) {
int ¢ = cmpxchg(lk, UNLOCK, ONE HOLD) ;
// if the lock is previously UNLOCKED, there is nothing else to do
// otherwise, we will probably have to wait

1f (c != UNLOCK) {
do {
// 1f the lock is ONE HOLD, now there are waiters (cmpxchg)
1f (¢ == WAITERS || cmpxchg(lk, ONE HOLD, WAITERS) != UNLOCK)

futex wait(lk, WAITERS);
// once futex wait returns, or we did not make the call
// another attempt to take the lock
} while ((c = cmpxchg(&lk, UNLOCK, WAITERS)) != UNLOCK);
}

See Futexes are tricky by Ulrich Drepper for more details
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https://cis.temple.edu/~giorgio/cis307/readings/futex.pdf

More Problems: Interrupt

R IECASF

o FRIRZAZTEIMST
[GHY Spin Lock;

bz Bl = B insR

interrupt
handler

1{$ A Spin Lock &= R FTHY 0] 2R
XWE’“ i, H B Interrupt Handler 13 E 3R EVHE
T Interrupt Handler B E BEEE S5 H, X
X ...
lock (L)
}
spin

T

lock (L)

system Critical
call Section

interrupt occurs



More Problems: Interrupt

—MEAXF LN B /R EZEBIEZBIR T

(spin lock + disable interrupt)

volid lock () {
disable interrupt();
while (xchg(&lock->flag, 1) == 1)

14

J

vold unlock () |
lock->flag = 0;
enable interrupt(); // can we directly enable
// interrupt here?

Eiigal PRI A TVEREL ?
lock (A) -> lock(B) -> unlock(B) -> unlock (3d)
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More Problems: Interrupt

—MEAXF LN B /R EZEBIEZBIR T

HE1ox B e Z BIRFBTARES

xv6 B A{FER push off () Ml pop off () IExPHIKAFFT
REL, RBIFTHRAF T RAREESZ ge B (EFT R

void
vold pop_off(void)
push_off(void) £
{

struct cpu *c = mycpu();
if(intr_get())

panic("pop_off — interruptible");
1f(c->noff < 1)

panic("pop_off");

int old = intr_get();

intr _off();
if(mycpu()->noff == 0)

mycpu()->intena = old; c—>noff —= 1:

if(c->noff == @ && c->intena)

intr_on();

mycpu()->noff += 1;
¥

}

https://github.com/mit-pdos/xv6-riscv/blob/riscv/kernel/spinlock.c
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https://github.com/mit-pdos/xv6-riscv/blob/riscv/kernel/spinlock.c

More Problems: Priority Inversion

MR FEENEREXRTER—ERD MBS FRKEIEIR (LR =)
Scheduling
Priority le%(L)
T3 - ANERZ Spin SLINAY Lock ?
(Hgh) SR 2 Block ST Lock ?
T2
(Medium)

Tl Critical
(LOW) Section

T

lock (L)
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More Problems: Priority Inversion

MAREARE XM T HBEAR—REEIt S TR ({15 h 2 5E)
Sonecs

l

T3 Critical
(High) o . Section
E E T2 is in fact preempting T3 |

which has the highest priority

T2
(Medium)

Tl Critical
(LOW) Section

T

lock (L) unlock (L)
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The First Bug on Mars

Mars Pathfinder (1997)

o MITRIRERIDRLFRE 7 KE
PR ESS

o EHPEBXNEFEMZRG, BT A
Gi8lR/LRFMEN IEU’E'j’K'L&._EI’JﬁE?E
RN EZ 0] RA M4 watchdog timer

= pPa_ Nk
Eiuzu IN

. TRMBAEIT X Bug,
HERR R TIEET

Mars Pal:hFlncIer

LGA = Low GainAnten IA:P
HGA = HighBGain Antenna g‘:’ =
IMP = Imager For Mars

PathFinder (cameras)
APXS = Alpha Proton X-Ray

Spectrometer X o HGA
TEMP = Temperature /" b | S
ANT = Antenna \

ROVER ANT

SENSOR | /==
LOCATIONS Y/

LOCATION
Source: Jet Propulsion Laboratory, 1994
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The First Bug on Mars

Asks for semaphore, but it is being Sees that bc dist missed its
held by ASI/MET. So it blocks. deadline, so resets system
bc dist\\ \ bc_sched
- .
Med. Prio task(s)
L
ASI/MET Med. Prio task(s)
(low prio)
e
| 4 | | | |
| \ | l I |
|
t1 t2 t3 t4 ts t1

Asks for semaphore, but is
swapped out after the semaphore
IS granted, but before it can use it

Even when you think you’ve tested everything that you can possibly
imagine, you’re wrong.

— Glenn E. Reeves
(Pathfinder’s Software Team Leader)
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Priority Ceiling

SEMESIREF—THIN, Rz ISR R S xR BT
FREESSHIS TR LR

S;h?du?ing T3: lock(L) T3: unlock (L)
riority l l
T3 Critical Critical 0
(High) Section (T1) Section (T3)
- T1: unlock (L) E i
(Medium) '

T1 executes at
. elevated priority
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Priority Inheritance

SAETESMARESBERB—TMRMTRMESIFERNN, Fixis
5 RIS TRIR S E S RIMESSHIL TR

AY|

Scheduling T3: lock (L) T3: unlock (L)
Priority l l
T3 Critical Critical
. Section Section T3
(High) (T1) (T3)

T

. T1: unlock (L) 5 |
(Medium) n n
: - T1 inherits
T1 Critical T3’s priority
T1 Section
(Low) (T1)

Tl: lock (L) .



Condition Variables



Waiting For Another

ff 7 XIFRNHZERRNE BN, EFERER—THER

S 1£57 &

Y E SKAFITTT BEAR AT (71 % hz Z [BIRYTME)

vold student () {
while (1) {
// wait until some condition is satisfied
wait until (lab is ready);
write code () ;
submit code() ;

J
J

vold TA ()
while (1) {
debug lab () ;
// the action to change the system state
release lab();

J
}
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Producer/Consumer Problem

BRISB—1THZSTETBNHEESEE, EEAZ—THARXINER
X FA 221 E%3E (also known as the bounded buffer problem, first posed
by Dijkstra)

([P

| | Consumers

grab said items from
the buffer and consume
them in some way

. Producers

generate items
and place them
in a buffer

A bounded buffer

(a shared resource, and of course must
require synchronised access to it)
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Producer/Consumer Problem

int
int
int
int

buffer [MAX];
in = 0;
out = 0;

count 0;

vold producer () {
while (1) {

produce value() ;
// put(value)

buffer[in] = wvalue;
in = (in + 1) % MAX;
count++;

vold consumer () {
while (1) {
// get(value)
value = buffer|out];
out = (out + 1) % MAX;
count--;

consume value() ;
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Producer/Consumer Problem

FEEMHRE SEX Buffer RIRIEFRZ M T ENE D F G
o B—HZIRBERE—1EIE (ETEFTETE) X Buffer FRRYENIE

FH1TIZ N (mutual exclusion)

o 3 Buffer EJMAY (count = MAX), ETEMNELL@EFE ANEUE,
bt R ENEME B (wait until there is a space in the buffer)

o I Buffer NZHY (count = 0), JEERBMNIS IE MEARENHEUE,

18t ARG TCRAENIE (wait until there is something in the buffer)
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Producer/Consumer Problem

vold producer () {
while (1) {
produce value();
while (count == MAX)

°
4

// put (value)

buffer[in] = value;
in = (in + 1) % MAX;
count++;

o
Ik
Mot
HHIHJ

vold consumer () {

while (1) {
while (count == 0)

(
value = buffer|[out];
out = (out + 1) % MAX;

count—;
consume value();

HJ Race Condition
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Producer/Consumer Problem

vold producer () { vold consumer () {
while (1) { while (1) {
produce value() ; retry:
retry:
i1f (count == 0) {
1f (count == MAX) {
goto retry;
goto retry; }
} get (value);

put (value) ;
consume value () ;

J J
J J

Busy Waiting JRFHITEH IR
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Producer/Consumer Problem

void producer () volid consumer ()
while (1) { while (1) {
produce value(); i1f (count == 0)
if (count == MAX) sleep() ;
sleep() ; get (value) ;
put (value) ; wakeup () ;

wakeup () ; consume value () ;

J J
J J
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Producer/Consumer Problem

void producer () volid consumer ()
while (1) { while (1) {
produce value () ;
if (count == 0)

if (count == MAX) sleep() ;
sleep() ; get (value) ;
put (value) ; wakeup () ;

wakeup () ;

consume value();

J J
J J

— A BDINEIZENIT 7 sleep () ?
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Producer/Consumer Problem

mutex_t mutex;

vold producer () {
while (1) {
produce value () ;
lock (mutex) ;
if (count == MAX)
unlock (mutex) ;
sleep() ;
lock (mutex) ;
put (value) ;
wakeup () ;
unlock (mutex) ;

vold consumer () {
while (1) {
lock (mutex) ;
if (count == 0)
unlock (mutex) ;
sleep() ;

lock (mutex) ;
get (value) ;
wakeup () ;
unlock (mutex) ;
consume value () ;

E—1T%=ZN1TT unlock (VBR)E sleep () ZHI,
B—TEZERNIT T wakeup () ?
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Producer/Consumer Problem

mutex_t mutex;

vold producer () {
while (1) {

produce value() ;

lock (mutex) ;

if (count == MAX)
unlock (mutex) ;
futex wait() ;
lock (mutex) ;

put (value) ;

futex wake() ;

unlock (mutex) ;

vold consumer () {
while (1) {

lock (mutex) ;

1f (count == 0)
unlock (mutex) ;
futex wait() ;
lock (mutex) ;

get (value) ;

futex wake() ;

unlock (mutex) ;

consume value () ;

We have implemented condition variables
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Condition Variables
F1HEEE= (condition variables) 12 T —MiL % R BT HBITE M
7T BB ENATHI R A
2 wait (cond cv, mutex m)
o ARNZIRIEINFERE B9 (ATRIPX FANF 12 CR)
o RFIEMRENE R, FEZEREBZRIFNZETE
o EMHENEERREE G, FE2EIREZATBE/XRSE KD
signal (cond cv)
o REE—PIEPEETXFRHFTE LMIG%TE
o MIRIBNRBELEZEFTF, NATEEMRUR (the signal is lost)
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Condition Variables

— 1 F) A futex BOECRRSEIN

typedef struct  cond t {
unsigned 1nt value;
} cond t;

vold walt (cond t *cv, mutex t *1k) {
int val = atomic load(&cv->value);

mutex unlock (&1lk);
futex wailt (&cv->value, val);
mutex lock (&lk);

}

vold signal (cond t *cv) {
atomic fetch add(&cv->value, 1
futex wake (&cv->value);

}

// 1f wvalue

) ;

val,

sleep
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Producer/Consumer Problem

mutex t mutex;

vold producer () {
while (1) {
produce value();
lock (mutex) ;
1f (count == MAX)

wait (cv, mutex);

put (value) ;
signal (cv) ;
unlock (mutex) ;

M wait () R[o

A ____ =

I R GEAR

vold consumer () {
while (1) {

lock (mutex) ;

if (count == 0)
wait (cv, mutex) ;

get (value) ;

signal (cv) ;

unlock (mutex) ;

consume value();

~NETnHEANE?
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Producer/Consumer Problem

Producer Pl Consumer C1l Producer P2

// full buffer
lock (mutex) ;
1f (count == MAX)
walt (cv, mutex);
lock (mutex) ;

get (value) ;

signal (cv) ;

unlock (mutex) ; // P2 sneaks in
lock (mutex) ;
1f (count == MAX)

walt (cv, mutex)
put (value) ;
put (value) ? // now, count = MAX

fEMARE p1 15 Pl IgHITZRI, BH—1TETE pP2 rlgEIAENIT,
AT T HE R ZRVINGS (count E’ME)
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Producer/Consumer Problem

mutex t mutex;

void producer () volid consumer ()
while (1) { while (1) {
produce value () ; lock (mutex) ;

lock (mutex) ;

wait (cv, mutex) ;

wait (cv, mutex) ; get (value) ;
put (value) ; signal (cv) ;
signal (cv) ; unlock (mutex) ;

unlock (mutex) ; consume value () ;

92



Interpretation of Signal

FHE=E singal () FRIFEAEINEX

e Mesa Semantics (always use a while loop)

o MREE— P LI FUGEIRE N Ready IS (5

s RRIFRFANRSRE

RGNk~

FFRERARAS (IXARIUEZLFZEM wait () IR

O

¢ Hoare Semantics
o H—PRIEMIREERN, EERIZEIEAENIT
o B RIEZBRIMREENZIE, RINFHZENIT signal () %I

« BT BEMRIE CEAHTIERERFORMILR), BERS
AP

-SLI)
= TR, (BEARIUERMREE 22 ERITHY

I —E 158 1)
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Producer/Consumer Problem

Producer Pl

// full buffer

// MAX = 1

while (count == MAX)
walt (cv, mutex)

put (value)

// now, count = MAX

signal (cv)

signal () NiZsE

Producer P2

while (count == MAX)
walt (cv, mutex)

// if wakeup P2
while (count MAX)
wait (cv, mutex)

Consumer C1l

get (value)

signal (cv) // —> P1

while (count == 0)
walt (cv, mutex)

// should wakeup Cl
get (value)

BRRY (EFENETEE RN 1% 5 HMREE)
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Producer/Consumer Problem

cond t empty, fill;
mutex t mutex;

void producer () void consumer ()
while (1) { while (1) {
produce value () ; lock (mutex) ;
lock (mutex) ; while (count == 0)
while (count == MAX) wait (£fi1ll, mutex);
walit (empty, mutex) ; get (value) ;

put (value) ; signal (empty) ;
signal (£111) ; unlock (mutex) ;
unlock (mutex) ; consume value () ;

Solution I {FRHAMRA T REGT=

(EFENEHESE wait EAENEHETE L)
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Producer/Consumer Problem

cond t cv;
mutex t mutex;

void producer () volid consumer ()
while (1) { while (1) {
produce value(); lock (mutex) ;
lock (mutex) ; while (count == 0)
while (count == MAX) wait (cv, mutex) ;
wait (cv, mutex) ; get (value) ;

put (value) ;
unlock (mutex) ;
unlock (mutex) ; consume value () ;

J J
J J

Solution 2: {§F broadcast () MREEFFH & 1E
(tBFR N covering conditions: cover P1E P 8EEE B IREZAY BT )
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Rules of Thumb

o FRAAEZENMICRASGINE RELENITNFEESHE)

o (FHERIRNEZEZSHITIRIP

o DEEIFEPIIMRIIT wait () F signal () /broadcast ()
o MILFEWRIREERT, {FF while BHEBRKEBERAIRE

o AARINFHEXARNFZEHELZ S, JELZZEEH broadeast ()
SRMREZPTE 2tz




