AFEE

Section 3
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e EEREHEINASLH, M

* I,

RFEE

NAERFEMHEIANF (—TEZNFPEE) F

IIZFEIEE

IREFMHREFRFZBE
s BE —/XMzT—1T1EF, EFREE2MNEEENFNE
DR N F it #1715 (0)

Kernel

User Process

ARIBTT

OXFFFFFFFF

0x00000000

=

rE

IR FH—ER D

(VA=



RFEE

NAERFENEHIIAF (—TELZNF T HAE) FHKIE1T

o MRRERAFTEMB ST HRZEWBENEZFS, AEEPHITYIR
s SPTHEBUDIUEMAAHRENEANEF
o XTI T EE(UL (relocation) F{RIF (protection) AY[o] &R




A7

EIF

Relocation
Kernel
ADD
MOV Process 2
JMP 0x8018 2
JMP 0x0018 2
JMP 0x0018 | .

X SE loader FEBRMNEATIGRIEE L
(relocatable) it ¥R )9 SEFRYDIE LI

(FFSE

S TEL) ?

Process 1

OXFFFFFFFE

0x00008000

0x00000000



RFEE

Protection

ADD

MOV

JMP 0x0018

a
"
u
a
u
"
a
e
a
e
.
e
a
L]
.....
]
"a
"
e
"a
.
"a
"
"a
"
"a
e
"
e

.
Py
.
.
.
Py
Py
.
.
.
.
Py
.
Py
---
Py
Py
.t
.
.
.
Py
Py
Py
.
..
.
Py
Py

NRBITHFIZEFEE ovp EMESY)IE

ATE it 2

Kernel

JMP 0x5000 ©?
Process 2

Process 1

OXFFFFFFFE

0x00008000

0x00000000



RFEE

ENNRAREFMEG 2 BINREE, RERGETE
o SIZEMIER, FEFRAILEXRODEANFNEAAT
o WYNMERFEHITEE, MUmARMUCMERZEF HBYE

ERTEAFRIER B (IS0 E o /= 1)
SAEFENDECHIANFZE, AEAEATEN
S ANE] A AZ 8] RYBR B AR
~ARMEAFNEEZRR

IR



it =S (8]

AETHRERE— I TFHEE#TZMIEZE] (Address Space)
o MMIERTFRIEIL
o HIEMA EI B (Virtual/Logical Address)

« —BABE. EEBTFRIHLETE]

» FTIeSRVIERNFANE. Ak SEHEAFER A a{ER

o MEAEMIA G MDIEHIIE (Physical Address)

o —ERAMRRIY. S THIZHZAYMIULZT ]




it =S (8]

Address Space in Linux

int x;
int y = 15;

.int main (int argc, char *argvl[])

{
int *value;
int 1;
value = (int *)malloc(sizeof (int) *5) ;
for (i = 0; 1 < 5; 1i++) '
value([1i] = 10;
return O

.
LA
.
.
.
.
.
.
.
.
ws®
.
ws®
.
.
wet®
‘‘‘‘‘‘‘
'''''
. ws®
......
. .
......
. ant®
'''''
.....
'''''
L] wun®
'''''
-----
-------
-------
llllll
---------
---------------------

s
.

increasing virtual

Kernel
(mapped into process
virtual memory, but not
accessible to program)

argu, environ

.
*
>--——--—|-—--——-

Stack
(grows downwards)

(unallocated memory)

_______ L.

Heap
(grows upwards)

Uninitialized data (bss)

addesses

Initialized data

Text (program code)




it =S (8]

mm_struct

vm_area_struct

b

vm_end

vm_start

vm_prot

task_struct mm_struct

mm ——>  pgd

mmap

o SHTEHBULZS BRI E T

EENTZER arca NES
o A]DARIEIXENIEZG ) FI I
— 1 EMIIIESE—1T8

SEROHBAE . I T AR AR

-

vm_flags

vm_next

vm_end

vm_start

vm_prot

vm_flags

vm_next

vm_end

vm_start

NS T

Process virtual memory

Shared libraries

Data

Text

vm_prot

vm_£flags

vm_next




it =S (8]

mm_struct

 brk ():INZ EFBJET= (program break) BI{UE
e mmap () : F— P XHFEIZFIRETE FHFZHBLEZS (8] F

ET#HEREDMUIEE, RERFNAFEERREERNATTAR

Ko BN F = 8]
e munmap () : HFHHIIEZS [BIAYAR Y
e mprotect (): {SIXREIIX R

0 (3@

RPN

10



it =S (8]

Address Space in Linux

A A8 pmap TEREE

AN G oL sttt 2= |5

o MEA[EZ= MK ENRUhIL

e printf () {i

stack
heap FA[E]AYX 13

o malloc()‘

X 15} vdso (virtua

AER
2215 s PES0%
o ERIBUR I AIXBRETHY R 1L

dynamic

shared object),

2

ERARRAERE

00005620c65e6000
00005620c65e7000
00005620c65e8000
00005620c65e9000
00005620c65€a000
00005620c7049000
0000729159000
00007f2915+a2000
00007f2915fcab00
00007+2916152000
00007f29161a1000
00007f29161a5000
00007f29161a7000
00007f29161bb000O
00007f29161bd00O0O
00007f29161be00O0O
00007f29161e9000
00007f2916113000
00007f2916115000
00007ffcU39f5000
00007ffcU43ab8000
00007ffcU3abcOOO

4K
4K
4K
4K
4K

132K
12K
160K
1568K
316K
16K

8K

52K

8K
4K

172K
HOK

8K
8K

132K
16K

4K

.out
.out
.out
.out
.out

[ anon ]

[ anon ]
libc.so.6
libc.so.6
libc.so.6
libc.so.6
libc.so.6

[ anon ]

[ anon ]
ld-1linux—x86-64.
ld-1inux—x86-64.
ld-1inux—x86-64.
ld-1linux—x86-64.
ld-1inux—x86-64.
[ stack ]

[ anon ]
[ anon ]

oYY WY

SO.
SO.
SO.
SO.
SO.

NNNMNNMNDN



i 2]
Address Space in Linux
/proc PIEMHE T FT15a)# 32 E L 25 (BRI 3
* /proc/[PID]/maps:3REX = BIBREIRIAF X8 L E 1R R
 /proc/[PID]/mem: HIZAIRE ML= 8]

o REMAsthilZS(8)F AR AT AF(E an array of bytes

12



it =S (8]

Address Space in Linux

MR /proc ZENZO, HITFAIUERNE—TREFEBRETE#HIE
ipa kil a2y 2]

// BlEn, (B heap ER—TFFE
int main () {
printf ("pid: %d\n", getpid());
char *s = strdup("hello");

au

while (1) {
printf ("%s: %p\n", s, S);
sleep (2);

}

return 0;



|

IR Rt Y IRt : (pid, virtual address) — physical address
o HAERBEBRIEIIMIL, FTIARMMNIEL I
o AT EIME, —TRENFIIME IR

virtual
address invalid
@1 =16 R [ — N Translation > exception
g évdd
- data H
Physical

Memory

14



|

AT R SRR, BEFEMEH (Memory Management Unit,
MMU) 3R H5

The CPU sends virtual
CPU addresses to the MMU
package
CPU |—
/ Memory M Disk
|- management emory controller
unit

T T.

The MMU sends physical
addresses to the memory




Mk AL IR

Mapping
HFTZRIMDIUELIREREN: TP E IR B — 1 BARa0) B

Process Physical Memory

16
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Protection & Isolation

NEHEIZ(E,

Mk =S [B] BRER

Process A

FERE

s S HIDE

77

AN BRI FE R R EN (EEIAMERR): A EIHIZRIE
X1z (3#FZ(8]/#F=ZH] OS |BIRYfEE)

Process B

Physical Memory

17
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Relocation

A (E ARV AR IR R BTN SR . PRI EE IR
ANFEIA R (RS EEAL)

Process

Physical Memory



|2

Relocation

PAZ(E

H7ERREIHE (3775 E

R AR IR R AT IB 1 TRT R - VPR AE N = 23

5 TE 1)

Process

Physical Memory

:

19
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Data Sharing

RFAE]HFZRY,

2 IA R BR BT B[] — T E

il HAZE) K E R/ B

0xA486

Process A

Process B

Physical Memory
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Multiplexing

S itk =S

’I‘.l'ﬂ*EA

X1igy: BlIFZE TR A

Process

H

INFE

JIAEER 7 (BT IB)ZZ1E) BRETZI[E] — ) EE b

S [B] AR SR

Physical Memory



|2

Multiplexing

S itk =S

’I‘.l'ﬂ*EA

X1igy: BlIFZE TR A

Process

H

INFE

JIAEER 7 (BT IB)ZZ1E) BRETZI[E] — ) EE b

S [B] AR SR

Physical Memory



|2

Multiplexing

S itk =S

’I‘.l'ﬂ*EA

X1igy: BlIFZE TR A

Process

H

INFE

JIAEER 7 (BT IB)ZZ1E) BRETZI[E] — ) EE b

S [B] AR SR

Physical Memory



|2

Multiplexing

S itk =S

’I‘.l'ﬂ*EA

X1igy: BlIFZE TR A

Process

H

INFE

JIAEER 7 (BT IB)ZZ1E) BRETZI[E] — ) EE b

S [B] AR SR

Physical Memory



|2

Multiplexing

S itk =S

’I‘.l'ﬂ*EA

X1igy: BlIFZE TR A

Process

H

INFE

JIAEER 7 (BT IB)ZZ1E) BRETZI[E] — ) EE b

S [B] AR SR

Physical Memory



EENFZEER



i%a

=

22V RE AL

EAFZ HEE

S [B] R BT 21 £ RU P IR I =S

Process 3

Process 2

Process 1

Kernel

S |8]

27



EENFZEERE

Address Translation

FF Base and Bound (Limit) M5 EF F28 (MMU) K E X il =S ()

o FFEBE, BERKIREME TEEU (relocation) ]

{R3F (protection) HIBE /]

e X Base #] Bound HU{ZA
& T 45 RTE

o TEtiE L FXUIHEY, FE
XN EF FasiE

‘ Bound ‘—»

length of the
memory region

‘ Base ‘—»

physical address
where the process
begins In memory

Process 2

28



EENFZEERE

Address Translation

Processor

o [EMlLLS Base fHAIZE RXYDIEHBLE

o FEHUHLEF] Bound HITLERAF T Z &

(Bound 113, 7]

Base
. Base
Virtual : Physical
Add v Add
............ R SN
Base+
B°9“d Bound
; : Raise
)@ ’ Exception
B T R{FHE A 18] R FR

AR

FEVIEI I RYSRIR, BUR T HUILACIRE

2 FEHYIRT)

9



NFEC
4 — N (SLIREITF S B SR) BT BRI 212

e (FOFMTEEBALAHEELFTHN— o)
o HIE, malloc ()

o —FRHEAABARZ Multiple-Partition Allocation
o FMERNEFUDMZMELE, HEAEENHE D
o AILA{FH Fixed B§ Variable B9 317X
o Fixed: 87T XX/NEE (EFELE)

e Variable: B 19 XK/ NATE

X]

I

30



B PATF D EC

oiste s D —EEENRNEFEE(E]
o EAFDEK, MIBI—TEBARRIFIAE DX (holes) 73 &l H—IR
8T OED (splitting)
o ERMAEN, FHEFNTRZTB)HITEFHF (coalescing)
Time —>
7 7 ) 2 o W ez
/ / c C c c C
2
% B B B B 7/
f ~ 7 A
/// D D D
Operating Operating Operating Operating Operating Operating Operating
system system system system system system system

31



) ATF DB

EAFDEIERETETIER D EHRE

o SNERTEFT (holes): 3 X Z [BIR 2R
NREEE (3T NTED
FEOIER)

. BB RS KA A
25 E—i#C (compaction) JFEE
SNEBEE R (very costly)

o NHEEF: o XAURBERRIRBRIE

JAA1F (Fragmentation)

Process 3

Process 2

Process 3

Process 2

FIAFZ 8] (BT SEFRPREE = 18]/ -

7T XKN)

Process 1

Kernel

Process 1

Kernel

32



FAZEEE
Bitmap

AT ERDSHEFDE, FENTRNZEHITEE
« BAFZERIDI—RIEEXK/NIR D EER T

o H—1EEXR/N Bitmap KIERSTRETeEd o
0 4 8 11 12 14 19 21
A B C D

33



R E)EHE

Linked List (Free List)

N T EUNSAFDE, FENZRNZEHITEE
o HIF—THEDEMATAD XMAKAY Linked List
o UOJTFAEIX Linked List (variable size) ?

0 £ 8 11 12 14

NI B | c

process / hole  start length

NS

Pl1O| D5 » | H| 5] 3 »| P | 8] 4

CI-1154 » | P |19] 3 »| H [22] 2




R E)EHE

Linked List (Free List)

77X

N T ENSAEFDE, EENTHT E)HITERE
o AIBARET 0 XA metadata tBFETEHMN 7 XA (Implicit Free List)
o EZIHN=T BB FIIFIFE El F—T1
Block Size
header (fixed size)
Allocated or Free
ptr >

malloc( EI’TL

free () ISEX

ol {57l

Block Size footer

35



ol

SiIREIRK/NA N WAFZEIEKE, FERE DB —IRET R ZE)

(Dynamic Memory Allocation Problem)

Last allocated
Suppose we are going to allocate 16 MB of memory f
8 22 20 14 0 y
First-fit Next.fit
MB—TEBRIIZT RN 7 XRHITDEC M E—RDENUEFIES

(RATRER MR ZR AT () (R AT EEY S it oy Bi)




ol

SiIREIRK/NA N WAFZEIEKE, FERE DB —IRET R ZE)

(Dynamic Memory Allocation Problem)

Last allocated
Suppose we are going to allocate 16 MB of memory f
8 22 20 14 0 y
Best-fit

MiFEIBER K/ NN RNE RN D XPHITOE
(REHRENIIR; AgEsHTT4£RS
tiny holes MEEENZEZH])




ol

SiEWEIXR/NA N IAFZENERE, FERE DB —RZ A ZE]

(Dynamic Memory Allocation Problem)
o BB LERFIEERRES, BNEERITEREREIR
o (BEZT 8D BECHIRFBOEKINEIZR e ERAY
o (HA4FERIBE—LE4FIRIFN T ol gefl RIS RAER:

o JBEEMEMIFE workload 1T

38



= A
7 BooRig
Blan, ZRERERZAZBEEMETEKRGENNNAFZ(E]
o NEINANERARNDAEIF— TR D XFIFR (Quick-Fit)
o BEIREIKEIFHADE—TITENRNNT X
o BNZENFEEMRBAKNENZEND XFFR

16

32




7 Bo Rl *

Buddy System Allocation

1788 2 R KHITAREFEDED (power-of-2 allocator)

o JW—PRNA INHNERNARGFZEHTERE

c DR 2NEXRIKHAITZEDE

o H—PKNAMBNERENAN, BFHEREZ N8

s FREKFIRIFTAZEE—D N, EEIXEHE M
=1 2 NRAVRAEHIT DB

o BIM—TIR (a buddy) HEEESENZTHIIRFHT

40



7 Bo Rl *

Buddy System Allocation

. 1§J§ZI] £ 26 = 64 KB
Aiic 5 KB K/ 5]

ZHEE B) BT, BILAR
EARERNIREH N
B RHIR (ANfis!)3)

o ZHMEFBIIRN
buddy @& = |4

o H—XJ buddy AL
(XFEZ— bit

\I’I

s £
R

000000 111111
64 KB
00000 l 011111 100000 l 111111
32 KB 32 KB

000000 l 0 000$
16 KB 16 KB
b

8 KB |8 KB

Address of a block of size 2K is a multiple of 2K

(at least k zeroes on the right)

41



9 BosRiE
{513, malloc () ZRIFERFIERZERIA/NEARNEINRFERE
o XF/NTENEXR(ER brk () £ heap LHITHE
o BIETAIZENT A
s ITNENTE, RERGUIEEE
o JWFARZEEIER{EM mmap () £ heap M stack BEHITOE
o FERETIZENYFIE
o ITXMESRAKEC, B heap FHER




EENFZEERE

[FRAEENFETEEERER heap ENSIERN, ERAXRSH

7 ECYIEEAFMIT TERAK

-—

o #H3Z heap M stack [EFERNREARERNZTE B D E

o}‘-”‘E

S IJAERHE / (internal fragmentation) [0) g3

o NEHIZZIBNAEXZIIEEIRE

43



DER & DT

What it the physical address can be non-contiguous?

44



7 EX Segmentation

MiHTZE (P

) {&

o JEFFEENIHIUEZT B —
1 HEIRILAYES (segments)

o BEBRERBITHREFEDE: 81
ExJ0 37 BREY E —Ex i E 2RV 4D IE

EESsichils

. TEIERI

H);>

o ZHIE

NEEREY
o ANEIRVERPIIHIZIB K/ FE IR

JANFRNAARTNEFEEE
Subroutine Stack
Segment 0 Segment 3
g
Segment 1 Segment 4
n’%#%fé“lﬂjr%_ Main

Program

E/jFL}LXi‘miJJ:§|E_.I Segment 2
Logical Address Space

1400

2400

3200

4300

4700

5700

6300

6700

Segment 0

Segment 3

Segment 2

Segment 4

Segment 1

Physical Memory

45



7 EX Segmentation
Address Translation

EDEAIVE, B A (segment number, offset) 7%

Segment Number Oftset

e —7H Base and Bound it ¥ HY7Z 1€
o B ExAIMINEEEIR AT AIE T —2H Base and Bound 3ESLI)

o BPMHAEHEIP—1ER (segment table), 1Cx= T EXH Base and
Bound {52 (tHN1tt, FRExS1ERRERZRABIH—IN)

46



Processor’s View

Processor

Virtual

ooooooooo

Virtual
Memory

Code

Data

Heap

Stack

Implementation Physical
Memory
Base 3
Stack
Processor Base+
Bound 3
Virtual Segment Table
Address Base Bound  Access
: Base 0
-3 Segment| Offset Read
- : W Code
""""""""" T Base+
R/W Bound 0
R/W
Base 1
secsecd
, Data
h i Physical Address Base+
e ,@ ............... e Bound 1
> Raise
L s Y B> SLELIELD) >4
)® Exception
Base 2
Heap
Base+
Bound 2

47



7 E% Segmentation
Support for Sharing

V)i

A

ik
o U0, ZPHEXZER—TCABE (i.e., text editors, compilers, GUI)

L4
~
® 2

o BIMNNLARIR, FAEHER

l—

A

THIZIANIBIOAZE

NFHIE—TE P DA AR BY R 2R
THIZNERXERIA

=R

=22 h 0N E B —RYIERTE

Bk 2=

Z I =S 8] A
=5 18[2]HY Base #] Bound

8] AR ER

A

X i3]

o EERERFANETNTEIEINN—LE{RIP(L (protection bits), EF5HR
HIEITEAIINFRE (read / write / execute)

48



Processor’s View Implementation Physical
Memory

Process1s View

Virtual
Memory P2s
......... > Data
Code i
Processor|-- Processor :1 S
Virtual N eap
Address : Segment Table
0x0500 Data Seg. Offset Base Bound Access
Ll 0 | 500 Code : Read }
. P1s
Heap Virtual _ Data : R/W Stack
Address i  Heap R/W
; P1s
Stack R/W Data
Stack : Physical Address
Teeseeersirtiitiieteanes > @ .................................................... : P2
: Heap
Process 2's View :
R === o
Processorf--+ Processor ........................ )@ .................................................... : Coge
Virtual 3
Address E Segment Table P2$k
0x0500 Data Seg. Offset: Baise Bound  Access Stac
sl 0| 500 Code 5 Read
Heap Virtual Data R/W
Address Heap R/W
Stack R/W
Stack




7 EX Segmentation

7B E R FE—EE o)
s MRAEF—TRAXEMF{EARY Heap ?
o WNRBFZXIHbILZ [B]AYERRINS ERAVIRITANLED ?

o BEEN, BTENKEA—E, HIEMNSAFET 87 o)

(dynamic memory allocation problem)

o ETRESFERT TSR S IR A (external fragmentation)

50



%0 D1 Paging

FEAEL

BTRE-

=]

EFEE R/ NETTREEANTF (Fixed-Sized
Partition)

EAN/NEJTT (Page)

(tBNUTIHE/ 1M Page Frame)

WiREFE R/ D
IEFERGTHETEE
o EEEITIATIAETRIEEYIETT

» OS AF/EAIF— TR IERSIR,
AEFE/ LT IIM B LTI

M= (8

JJL
1

NI

5 9MEBREF (external fragmentation)

16

32

48

64

32

48

64

80

96

112

128

reserved for OS

(unused)

page 3 of AS

page 0 of AS

(unused)

page 2 of AS

(unused)

page 1 of AS

page O

page 1

page 2

page 3

page frame 0

page frame 1

page frame 2

page frame 3

page frame 4

page frame 5

page frame 6

page frame 7

51



%0 D1 Paging

Address Translation

oAV, BHMBLUER (page number, offset) 4%

o thZ—7F Base and Bound il 45#2A97Z 14,

VPN Oftset

(Virtual Page Number)

1B — Base SLHI B T1AVHELEEE IR (A A/ NEZRFEZE T Bound)

SR —DTTE (page table), H

FHHE

table entry, PTE) 163&1%01AY Base (52

A

P TIRIN (page

o BliZTAXIN A NIETIHES (Physical Page Frame Number, PFN)

52



Processor

Virtual
Address

Virtual e
Address

Physical

Memory
Physical E:am: ?
Address |
........ >| Frame Offset
§Page Table 2
Frame  Access

V Address

Frame M

53



%0 D1 Paging
Page Table

TED TIHLEIAR, TIFR (page table) ETFAERE ML Z IR AR EY /5 =(
N B B R 451

o LMK (an array of PTE) 2R iaI BN —FEUHEL

o HIEMSERHbEER, FEt PTE BB MKIHAIN S EE X
o EEHEIZHY bits KIFAEDIHES (physical page frame number)
o TERBIEHY bits SRIFEEXRIZTHIER
o JBEIZ byte XI55

54



%0 D1 Paging
Page Table (x86)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 1716 151413121110 9 8 7 6 5 4 3 2 1 0
= D"U)
<|o D2

PFN o& <&>§Dm

e Page frame number (PEN)

e Present bit (P) : whether this page is in physical memory

e Read and write bit (R/W) : whether can be written to

e Reference and dirty bits (A, D) : recent access

e User/supervisor bit (U/S) :if user-mode process can access the page

e Caching related bits (PWT, PCD, PAT, G) : how hardware caching works
for the page

55



%0 D1 Paging
Page Table

Linux F
iz

/
as
S

1R /proc/ [PID] /pagemap Mt 7150 #ETIRIEXRER

(EZE root FXFR)
I PTE INHYI<E Y 8 bytes

o Bits 0-54 page frame number (PFN) if present

o Bits 0-4 swap type if swapped

o Bits 5-54 swap offset if swapped
o Bit 55 pte is soft-dirty (see Documentation/admin-guide/mm/soft-dirty.rst)

o Bit 56 page exclusively mapped (since 4.2)
o Bits 57-60 zero
o Bit 61 page is file-page or shared-anon (since 3.5)

o Bit 62 page swapped

o Bit 63 page present

https://www.kernel.org/doc/html/v4.18/admin-guide/mm/pagemap.htmi

56


https://www.kernel.org/doc/html/v4.18/admin-guide/mm/pagemap.html

%0 D1 Paging
Page Table

ITEH R va ST A9 IR Fa

int fd = open("/proc/[PID]/pagemap", O RDONLY) ;

// seek to the correct position in the pagemap file
unsigned long offset = (unsigned long) VA / PAGE SIZE * PAGEMAP LENGTH;

lseek (fd, offset, SEEK SET);

// read the PTE entry

uinto4 t pagemap entry;

read (fd, é&pagemap entry, sizeof (uinto4d t));

// extract the page frame number, which is in bits 0-54 of PTE
unsigned long PFN = pagemap entry & ((1lULL << 55) - 1);

// calculate the physical address (a generalised base & bound)
unsigned long FA = (PFN * PAGE SIZE) + ((unsigned long) VA % PAGE SIZE) ;
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%' D1 Paging
Support for Sharing

AN NS TEEAZEYED

N

B — YR TUEENE] (BB AR AIERR 518

Process A

7, RBBEULRXREHIERE

PTE BRETZI

printf ()

Physical Memory

Process B
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